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1http://tools.ietf.org/wg/secsh/draft-ietf-secsh-filexfer/

1. Introduction
The "IBM Ported Tools for z/OS" product includes a port of the popular OpenSSH tools. These tools provide for
secure remote login and program execution (ssh) and file transfer (sftp and scp). The sftp and sftp-server
commands implement a file transfer program that is similar to ftp, but use ssh for their underlying secure transport.
The sftp specification 1 accounts only for binary transfers. The IBM z/OS sftp client has been enhanced to support
ASCII-EBCDIC conversion. Dataset support is not provided.

The Co:Z Co-Processing Toolkit for z/OS includes a new port of the OpenSSH sftp-server subsystem (v5.0p1)
which adds support for MVS datasets, text mode transfers and SMF 119 accounting. This subsystem must be
installed with an existing OpenSSH implementation on z/OS, such as IBM Ported Tools for z/OS (SSH). Also
included is an enhanced sftp client for z/OS which allows for z/OS client initiated transfers to remote systems.

This document describes how to configure OpenSSH on z/OS so that either the original (IBM) sftp-server or the
Co:Z sftp-server can be used in the same instance of sshd, selectable on a per user basis.

NOTE: Co:Z SFTP is NOT supported by IBM.

1.1 Features

• Works with most existing sftp clients (see the section called “Client Requirements”).

• Transfer datasets via the get and put commands

• Navigate z/OS catalogs via the cd command.

• List dataset information and PDS directories via the ls command.

• Records SMF 119 records if user has BPX.SMF SAF authorization.

• Supports direct access to datasets which can be opened in sequential, record mode by the fopen() C-library
routine. This includes:

• MVS sequential datasets (QSAM, BSAM, VSAM)

• PDS and PDSE members

• SYSOUT datasets, including the MVS internal reader

• Supports text or binary conversion via flexible line-termination rules:

• Cr, Lf/Newline, CrLf, Cr and/or Lf, RDW, none

• Supports flexible record padding / overflow rules

• Can specify dataset dynamic allocation (BPXWDYN) keywords
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1.2 Supported Environments

z/OS Host Requirements

• z/OS V1R7 or later

• IBM Ported Tools for z/OS (SSH)

Client Requirements

• Wide variety of operating systems, including Windows, *IX variants, z/OS...

• sftp clients supporting SSH File Transfer Protocol, such as:

• Co:Z sftp client for z/OS

• OpenSSH

• puTTy psftp

• winSCP

• gFTP

Introduction
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1It is sometimes convenient to set up a test OpenSSH server where this subsystem can be easily modified. To do this see: Appendix A, Setting up
a test OpenSSH system on z/OS.

2. Installation and Customization
The Co:Z sftp-server installation discussed here is designed to allow individual users to use either the original
sftp-server or the enhanced Co:Z version, depending on their configuration. This setup makes for an ideal beta
testing environment, as only designated beta testers will use the new sftp-server.

2.1 Installation

1. Download the Co:Z toolkit z/OS self-extracting installer (.bin) file. from dovetail.com.

2. Install the Co:Z toolkit according to the installation instructions in the Co:Z User's Guide at
http://www.dovetail.com/docs/coz/index.html. Be sure to make note of the installation directory. Note: The
installation of any Co:Z target system toolkits and the dspipes subsystem is optional.

3. Install and configure IBM Ported Tools for z/OS (SSH) per the IBM documentation.

4. Update the sshd_config file, typically located at /etc/ssh/sshd_config to modify the sftp
subsystem definition: 1

#Subsystem sftp /usr/lib/ssh/sftp-server ❶
Subsystem sftp /opt/dovetail/coz/bin/sftp-server.sh ❷

❶ The original sftp subsystem line should be commented out.
❷ The new subsystem line should point to the sftp-server.sh shell script located in the Co:Z

installation directory. This script is designed to run the original sftp-server by default, but will run the
Co:Z version if the user has configured it. See Section 2.2, “Customization” for details. The installation
process should have marked this file as executable, but this should be verified.

5. If OpenSSH sshd was running prior to editing sshd_config, it should be reinitialized. This can be done by
sending SIGHUP to the running process. The pid for this process is typically in the file
/var/run/sshd.pid:

kill -HUP `cat /var/run/sshd.pid`
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2The sftp-server.sh script may be customized to invoke the Co:Z version of sftp-server by default, even if no user
$HOME/.ssh/sftp-server.rc script exists.

2.2 Customization

By default, the sftp-server.sh script discussed above will execute the IBM version of sftp-server unless the user has
an executable profile shell script: $HOME/.ssh/sftp-server.rc. This profile may be used to set environment
variables to control the Co:Z sftp-server. The permissions on this file should be set to "700".

Note: Removing or renaming this file will re-enable the original OpenSSH sftp-server. 2

#! /bin/sh
# The presence of this executable script in $HOME/.ssh/sftp-server.rc
# will cause the COZ version of sftp-server to be used
#export SFTP_SERVER_OPTIONS="-e -l debug3" ❶
#export COZ_LOG=T ❷
#export SFTP_ZOS_OPTIONS="mode=text" ❸

❶ The SFTP_SERVER_OPTIONS environment variable can be used to set options for the base OpenSSH
sftp-server code. The -e option directs the output to stderr (which the sftp-server.sh script directs to the log
file). The -l debug3 option sets the base sftp-server logging level.

❷ The COZ_LOG environment variable controls the logging of the custom Co:Z sftp-server code. The available
logging levels are described in the the section called “Miscellaneous options”.

❸ The SFTP_ZOS_OPTIONS environment variable can be used to set the default options for the user. Multiple
options may be specified, separated by commas. The options are described here: Section 3.1, “Setting,
displaying and clearing file transfer options”.

Installation and Customization
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3. Using the Co:Z sftp server
The following chapters describe how to use sftp with dataset support. The examples below assume that you have
installed and configured the Co:Z toolkit on your z/OS and target systems, and have properly configured the sftp
sshd subsystem.

All examples in the following sections can be run by most sftp clients, either from z/OS or from other platforms
(Windows, linux, etc..). Note: There are some differences in the way clients interact with the server, so the output
shown in the examples below (performed with the OpenSSH sftp client) may not match your output exactly.

3.1 Setting, displaying and clearing file transfer options

File transfer options are set with the special ls request of the form: ls /+<name=value>. They can be cleared with a
request of the form: ls /+NO<name>.

Multiple options can be set by separating the key=value pairs with commas. An error is returned if one or more of
the options was incorrectly specified, but the remaining options are set as requested.

The options directory /+/ is a pseudo directory on the server, and it is possible to make it the working directory via
the cd /+ command. From this directory, options may be set and listed without the /+ prefix.

The active options and their settings can be displayed by issuing the command ls /+.

General transfer options

The following table describes the general transfer options. The usage columns describe when the option (if active)
will apply during transfer.

Table 3.1. General transfer options

Keyword Usage

Name Value Datasets POSIX Read (Get) Write (Put)

clientcp <codepage> X X X X

linerule cr | crlf | crnl | lf | nl | rdw |
ibmrdw | mfrdw | flexible |
none

X X X X

mode binary | text X X X X

overflow error | flow | trunc | wrap X X

pad <pad_char> X X

servercp <codepage> X X X X

trim X X
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clientcp
Specifies the name of the client codepage used when performing text mode transfers. Data will be converted
between the server codepage (servercp) and this code page. The codepage must either be a single byte codepage
or any multi-byte codepage that has single-byte line terminators (e.g. UTF-8). The z/OS Unix command iconv
-l lists the available codepages. The default, if not specified, is ISO8859-1.

linerule
The values cr, crlf, crnl, lf, nl specify that, for text mode transfers, lines will be terminated with the
given characters in the client codepage. flexible may be used when writing to files or datasets to indicate
that any combination of cr, lf, or newline will be recognized as a line terminator. rdw specifies that a 4 byte, big
endian length will prefix each record, which ibmrdw specifies that IBM-style RDWs are used as prefixes.
mfrdw indicates that Micro-focus file and records headers are used. The default is flexible for writing and
lf for reading.

mode
Specifies whether transfers are as-is (binary) or subject to codepage/linerule/overflow/pad processing (text).
The default is binary.

overflow
For text-mode dataset write processing, controls the treatment of lines longer than the maximum dataset record
length.

pad
For text-mode dataset write processing, specifies the character to use when padding lines into fixed-length
dataset records. If not specified, the default is a space character in the server codepage.

servercp
Specifies the name of the server codepage used when performing text mode transfers. Data will be converted
between the client codepage (clientcp) and this code page. The default, if not specified, is default codepage for
the server's process.

trim
For text-mode dataset read transfers, enabling this options will cause pad characters to be trimmed from the
dataset records as they are read.

Using the Co:Z sftp server
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Miscellaneous options

The following table describes the miscellaneous options. These options do not apply to transfer operations, but
affect the behaviour of the sftp-server.

Table 3.2. Miscellaneous options

Keyword

Name Value Notes

loglevel E | W | N | I | D | T | F
Sets the logging level of the Co:Z sftp-server. The UPPER CASE
values correspond to the list: (Error, Warning, Info, Notice, Debug,
Trace, Fine).

showall
If active, all options will be shown on option display (ls /+). Inactive
options are shown with a prefix of NO.

Dataset allocation options

The following table describes options that apply when transferring MVS datasets. The z/OS BPXWDYN service is
used for dataset allocation and these options correspond to keywords available with BPXWDYN with similar syntax
except that:

• keyword=value is used rather than keyword(value)

• periods are used in place of commas

• other minor differences as described below

The usage columns below describe when the option (if active) will apply during dataset transfer (these options never
apply during POSIX file transfers). For more information on BPXWDYN, see Using REXX and z/OS UNIX System
Services - SA22-7806

Table 3.3. BPXWDYN options

Keyword Usage

Name Value Read Write New Write Existing Sysout

allowmount X X X

blksize <numeric> X X

bufno <numeric> X X X

copies <numeric> X

dataclas <alphanum> X

dest dest[.user] X

Using the Co:Z sftp server
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Keyword Usage

Name Value Read Write New Write Existing Sysout

dir <numeric> X

disp old | shr | mod | new X X X

dsorg ps | po | da X

forms <alphanum> X

gdgnt X

hold X

label nl | sl | nsl | sul | blp | ltm | al | aul X

like <Dataset Name> X

lrecl <numeric> X X

maxvol <numeric> X

mgmtclas <alphanum> X

norecall X X

outdes <alphanum> X

recfm <alphanum> X X

release X X X

retpd <numeric> X

sequence <numeric> X

space [blk. | trk. | cyl.]primary[.secondary] X

spin X

storclas <alphanum> X

sysout <sysout_class> X

trtch noncomp | comp | c | e | et | t X

ucount <numeric> X X X

unit <numeric> X

vol <alphanum> X

writer <alphanum> X

Using the Co:Z sftp server
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Example: Setting and displaying basic options

sftp> ls /+mode=text ❶
/+mode=text
sftp> ls /+ ❷
/+/clientcp=ISO8859-1 /+/error.log /+/mode=text
/+/servercp=IBM-1047

❶ The option command ls /+mode=text is used to set the transfer mode to text. mode=binary is the default.
❷ The option list command ls /+ shows the options currently in effect. In this case, the codepages clientcp

and servercp are set to the defaults.

Example: Setting multiple options

sftp> ls /+lrecl=80,recfm=fb,space=trk.3.2 ❶
/+lrecl=80,recfm=fb,space=trk.3.2

❶ Multiple options can be specified, separated by commas. Note that the SPACE parameter uses periods for
commas to avoid ambiguity.

Example: Showing all options

sftp> ls /+showall ❶
/+showall=true
sftp> cd /+ ❷
sftp> ls ❸
NOallowmount NOblksize NObufno
NOcopies NOdataclas NOdest
NOdir NOdisp NOdsorg
NOforms NOgdgnt NOhold
NOlabel NOlike NOmaxvol
NOmgmtclas NOnorecall NOoutdes
NOrelease NOretpd NOsequence
NOspin NOstorclas NOsysout
NOtrim NOtrtch NOucount
NOunit NOvol NOwriter
clientcp=ISO8859-1 error.log linerule=flexible
lrecl=80 mode=text overflow=wrap
recfm=FB servercp=IBM-1047 showall
space=TRK.3.2
sftp> ls noshowall,norecfm ❹
noshowall,norecfm
sftp> ls
clientcp=ISO8859-1 error.log lrecl=80
mode=text servercp=IBM-1047 space=TRK.3.2

❶ The option command ls /+showall is used to set the option listing mode to show all options, even those that are
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not active.
❷ Since the options are treated as entries in a pseudo directory, the cd command can be used to make that

directory the working remote directory.
❸ Issuing the ls from the options directory will show all of the options. Those that are not active are prefixed with

the string NO. Note that the options can be listed even if the current working directory is not the options pseudo
dir with the command ls /+.

❹ Active options can be de-activated by prefixing the option with the string NO. In this example, the showall
option is cleared, as well as the recfm option.

3.2 Reading the error log

Most implementations of the sftp specification, including OpenSSH, do not allow for transmission of detailed
information from the server to the client in the event of an error. Adding dataset transfers to the mix only increases
the need for better error reporting. To help alleviate this problem, the Co:Z sftp implementation provides a
comprehensive logging facility that can be enabled and tuned by each user session.

Several of the above option listing examples show error.log as one of the options. This is actually an alias for
the running session's log file, which is usually written to the /tmp directory (See Chapter 2, Installation and
Customization for more information on where this file is written). This alias can be used to easily retrieve the log at
anytime and examine it from the client.

This feature makes it possible to examine detailed error information from the client without having to abandon the
active sftp session. Users of graphical clients such as winSCP and gFTP see an even greater advantage in that the
error.log file can be viewed simply by selecting the file and transferring it in view mode.

Example: Getting and displaying the error log

sftp> rm //user.coz.sampjcl ❶
Removing //user.coz.sampjcl
Couldn't delete file: Failure ❷
sftp> get /+/error.log ❸
Fetching /+/error.log to error.log
/+/error.log 100% 68 0.1KB/s 00:00
sftp> !cat error.log ❹
ZosUtil[E]: Dataset "USER.COZ.SAMPJCL" is a PDS. Use rmdir instead.
sftp>

❶ This command attempts to delete a PDS with the rm which is not allowed.
❷ The request fails, but the standard sftp error message is not very helpful.
❸ To get better information, the error.log from the options directory is requested.
❹ Using the local shell command cat to display the log gives detailed error information.

Using the Co:Z sftp server
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3.3 Working with Datasets

The Co:Z implementation of sftp accepts two prefix strings to identify MVS datasets as absolute paths. The first
(//) is consistent with IBM's common usage. A secondary form (/-/) is also available, as not all sftp clients will
allow double slash characters to be sent.

Navigating Datasets

The sftp cd command can be used to navigate around the z/OS dataset space. Using the dataset prefix // or /-/,
the dataset space can be entered. Once there, traversal up and down various dataset levels can be performed
similarly to hierarchical file systems.

Partitioned datasets are treated as directories as well. Once a PDS is made the current working directory, its
members can be listed and retrieved like normal files.

Just as listing the entire catalog from the root is not allowed, it is not possible to make the catalog root the current
working directory. As such, the command cd // will fail.

Example: Navigating the dataset space

sftp> cd //user ❶
sftp> pwd ❷
Remote working directory: //USER
sftp> cd coz.testjcl ❸
sftp> pwd
Remote working directory: //USER.COZ.TESTJCL
sftp> cd .. ❹
sftp> pwd
Remote working directory: //USER.COZ

❶ Using the dataset prefix //, the high level qualifier user is specified. For cd commands, the dataset name is
case insensitive.

❷ The pwd command will list the current working dataset level. Note that the name is properly displayed in
uppercase

❸ Multiple levels can be traversed at a time. Instead of using the normal separator (.), a slash can be used: cd
coz/testjcl.

❹ The cd .. command will move up a level, as expected.

Transferring Datasets

The get and put commands are used to transfer datasets and PDS members. By default, the transfer mode is
binary, and when storing new datasets, the DCB defaults are determined by the system and are often RECFM=U.

Any options previously set via the ls /+option=value are in effect for any given transfer.

Example: Get a text sequential dataset

$ sftp user@zos.com ❶
Connecting to zos.com...

Using the Co:Z sftp server

Co:Z® Co-Processing Toolkit for
z/OS

Co:Z SFTP with Dataset Support -
User's Guide 11



user@zos.com's password:
sftp> ls /+mode=text ❷
/+mode=text
sftp> get //USER.LOG.MISC ❸
Fetching //USER.LOG.MISC to USER.LOG.MISC

❶ This example shows the full connection process, using keyboard-interactive password authentication.
❷ The default transfer mode of binary is overridden and set to text.
❸ The get command uses the dataset path prefix // (or, optionally /-/) to specify that a dataset is being

requested.

Example: Get PDS members

sftp> ls /+ ❶
/+/clientcp=ISO8859-1 /+/mode=text /+/servercp=IBM-1047
sftp> get //user.ssh.jcl(sshd) ❷
Fetching //user.ssh.jcl(sshd) to user.ssh.jcl(sshd)

❶ If this transfer is performed after the prior example, the transfer mode will still be text. Using the ls /+
command quickly confirms the active options.

❷ The get command uses the dataset path prefix // and pds member name in parentheses to identify the member
to get. Note again that the dataset name for transfers is case insensitive.

Using the Co:Z sftp server
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Example: Get a PDS member

sftp> get //user.coz.sampjcl(cozproc) cozproc.txt ❶
Fetching //user.coz.sampjcl(cozproc) to cozproc.txt

sftp> cd //user.coz.sampjcl ❷
sftp> get runcoz ❸
Fetching //USER.COZ.SAMPJCL/runcoz to runcoz

sftp> get * ❹
Fetching //USER.COZ.SAMPJCL/@@README to @@README
Fetching //USER.COZ.SAMPJCL/BPXBATCH to BPXBATCH
Fetching //USER.COZ.SAMPJCL/BPXBATSL to BPXBATSL
Fetching //USER.COZ.SAMPJCL/COZCFGD to COZCFGD
Fetching //USER.COZ.SAMPJCL/COZPROC to COZPROC
Fetching //USER.COZ.SAMPJCL/DTLSPAWN to DTLSPAWN
Fetching //USER.COZ.SAMPJCL/GPGDSN to GPGDSN
Fetching //USER.COZ.SAMPJCL/GREPDSN to GREPDSN
Fetching //USER.COZ.SAMPJCL/GREPSED to GREPSED
Fetching //USER.COZ.SAMPJCL/OFFLDSMF to OFFLDSMF
Fetching //USER.COZ.SAMPJCL/RUNCOZ to RUNCOZ
Fetching //USER.COZ.SAMPJCL/RUNCOZ2 to RUNCOZ2
Fetching //USER.COZ.SAMPJCL/RUNCOZ3 to RUNCOZ3
Fetching //USER.COZ.SAMPJCL/RUNSPAWN to RUNSPAWN
Fetching //USER.COZ.SAMPJCL/RUNSPWN2 to RUNSPWN2
Fetching //USER.COZ.SAMPJCL/TDIRK to TDIRK
Fetching //USER.COZ.SAMPJCL/WGET2DSN to WGET2DSN

❶ The get can be used to get a member from a fully qualified dataset.
❷ The cd command is used to make a PDS the current working "directory".
❸ The get command uses just the member name to retrieve the desired member.
❹ The get * command can be used to retrieve all members at once.

Example: Put a text MVS dataset, overriding DCB attributes

...
sftp> ls /+mode=text,lrecl=80,recfm=fb ❶
/+mode=text,lrecl=80,recfm=fb
sftp> put afile.txt //USER.AFILE.TXT ❷
Uploading afile.txt to //USER.AFILE.TXT

❶ The option command ls /+mode=text,lrecl=80,recfm=fb is used to set the transfer mode to text,
and set the DCB attributes for the new dataset USER.AFILE.TXT. This overrides the system default for new
datasets. Input lines will be broken on CR, LF, or CRLF and lines longer than allowed by the dataset will be
wrapped onto multiple records. The options linerule and overflowrule can be used to override those
settings.

❷ The put command uses the specialized path prefix // (or, optionally /-/) to specify the dataset name.

Using the Co:Z sftp server
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Listing datasets and PDS directories

MVS datasets can be listed using the sftp ls command. Partitioned datasets are treated as directories with their
members as entries.

In order to support existing sftp clients, several considerations have to be made when listing datasets:

• The ls lists multiple dataset levels (by default), and therefore can return a large amount of information. As such,
listings that would involve searching the entire catalog, such as ls // or ls //A* are not allowed. Furthermore,
because of the way sftp clients interact with the server, the following style of command is not supported: ls
//USER.LVL1*. However, the same effect can be produced by either using directory notation for searching the
catalog (ls //USER/LVL1*) or changing to the desired level and issuing a relative listing command:

cd //USER
ls LVL1*

• Where possible, dataset names are treated as case insensitive. A get or put can specify the name in either lower or
upper case and it will be found. However, any globbed (wildcard) ls command requires upper case characters.
Individual datasets can be listed in either upper or lower case. To be safe, it is a good idea to use upper case on all
list requests.

• As mentioned above, partitioned datasets (PDS) are treated as directories. the long list form ls -l can be used to
list member statistics, if statistics exist.

• The ls accepts dataset names prefixed either by // or /-/. The second form should be used for the few sftp
clients that do not allow a double slash to sent to the server.

Using the Co:Z sftp server
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Example: Listing datasets

sftp> cd //USER
sftp> ls -al ❶
Volume Referred Ext Tracks Used Recfm Lrecl BlkSz Dsorg Dsname
WORK84 2008/09/05 1 1 1 FB 80 27920 PS USER.AFILE.TXT
WORK81 2008/09/08 1 30 ? U 0 6144 PO-E USER.COZ.LOADLIB
WORK81 2008/09/11 1 15 4 FB 80 27920 PO USER.COZ.SAMPJCL
WORK84 2008/09/11 1 1 1 U 0 6144 PS USER.COZ.TEST.SEQ
WORK81 2008/09/09 1 15 3 FB 80 27920 PO USER.COZ.TESTJCL

sftp> cd //USER ❷
sftp> ls CO*
COZ.LOADLIB/ COZ.SAMPJCL/ COZ.TEST.SEQ COZ.TESTJCL/

sftp> ls //USER/CO* ❸
//USER/COZ.LOADLIB/ //USER/COZ.SAMPJCL/ //USER/COZ.TEST.SEQ
//USER/COZ.TESTJCL/

sftp> ls //USER.CO* ❹
Couldn't get handle: Failure
Can't ls: "//USER.CO*" not found

sftp> ls // ❺
Couldn't stat remote file: No such file or directory
Can't ls: "//" not found

sftp> cd //user
sftp> ls co* ❻
Can't ls: "//USER/co*" not found
sftp>

❶ The long form of the list command ls -al will list detailed information from the catalog about each dataset.
❷ Relative listing requests can be performed by first navigating to the desired level, then issuing the list request

without any prefix.
❸ When using wildcards, the desired result can be achieved by using a slash (/ in place of the traditional level

separator (.).
❹ Due to existing sftp client design, this list request would require the entire catalog to be searched, then filtered

with the pattern USER.CO*. It is therefore disallowed.
❺ Lists that would involve the entire catalog are not supported. The openssh sftp client reports this as shown.
❻ The same command with a lower case pattern will fail (as described above).

Example: Listing a PDS directory

...
sftp> cd //user.coz.sampjcl ❶
sftp> ls -al ❷
Name Size Created Changed ID
@@README
BPXBATCH 13 2008/04/04 2008/04/04 17:18:09 USER
BPXBATSL 16 2008/04/03 2008/04/03 10:36:52 USER
COZCFGD 65 2008/03/27 2008/05/12 14:28:54 USER
COZPROC 30 2008/03/27 2008/03/27 11:54:48 USER
DTLSPAWN 40 2008/05/05 2008/05/05 09:31:08 USER

Using the Co:Z sftp server

Co:Z® Co-Processing Toolkit for
z/OS

Co:Z SFTP with Dataset Support -
User's Guide 15



GPGDSN 15 2008/05/05 2008/05/05 10:40:05 USER
GREPDSN
GREPSED 12 2008/05/05 2008/05/05 09:30:51 USER
OFFLDSMF
RUNCOZ 20 2008/03/27 2008/05/12 14:08:02 USER
RUNCOZ2 15 2008/05/05 2008/05/05 10:02:51 USER
RUNCOZ3 8 2008/05/05 2008/05/06 08:50:37 USER
RUNSPAWN 54 2008/05/12 2008/05/12 14:25:37 USER
RUNSPWN2 20 2008/05/12 2008/05/12 13:19:05 USER
TDIRK 18 2008/04/03 2008/04/03 10:19:20 USER
WGET2DSN

❶ The cd command is used to make a PDS the current working "directory".
❷ The ls -al command (long list form) is used to display the members of the PDS, including available statistics.
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3.4 Working with POSIX files

This section describes how to use the Co:Z implementation of sftp with POSIX files (HFS, zFS) on z/OS. Standard
sftp implementations (including IBM's ported tools version) support only binary mode file transfers. The Co:Z
implementation provides binary transfer mode by default, but also supports text mode transfers. Text mode transfers
are controlled via the following options:

• mode: when set to text causes file transfers to be text based.

• clientcp and servercp: When text mode is active, these settings determine the codepage translation that
will take place. The default client code page is ISO8859-1. The default server code page is the current z/OS
locale.

• linerule: When text mode is active, this setting determines how line separators are converted between the
client and server.

Transferring Files

The get and put commands are used to transfer POSIX files (either on HFS or zFS filesystems).

The options (listed above) that have been previously set via the ls /+option=value are in effect for any given
transfer. All other options (used for dataset support) are ignored for POSIX file transfers.

Example: Get a text POSIX file

sftp> ls /+mode=text,clientcp=UTF-8 ❶
/+mode=text,clientcp=UTF-8
sftp> ls /+ ❷
/+/clientcp=UTF-8 /+/mode=text /+/servercp=IBM-1047
sftp> get .ssh/sftp-server.rc ❸
Fetching /u/user/.ssh/sftp-server.rc to sftp-server.rc
/u/user/.ssh/sftp-server.rc 100% 234 0.2KB/s 00:00
sftp>

❶ The default transfer mode of binary is overridden and set to text. Additionally, the client code page is
explicitly set to UTF-8.

❷ Displays the active options. Note that the server code page, if not explicitly set, defaults to the current z/OS
locale.

❸ The get command requests the transfer of the POSIX file using the options in effect.

Example: Put a text POSIX file

sftp> put sftp-server.rc .ssh ❶
Uploading sftp-server.rc to /home/user/.ssh/sftp-server.rc
sftp-server.rc 100% 234 0.2KB/s 00:00
sftp>

❶ The client text file sftp-server.rc is put to the remote directory .ssh under the current working remote
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directory. The active file transfer options are used.
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4. Using the Co:Z z/OS sftp client
An enhanced sftp client (cozsftp) for z/OS is also included in the Co:Z toolkit. This client can be used to initiate
transfers with a remote host and supports the same set of file transfer options as the Co:Z sftp server. The cozsftp
command is installed in the $COZ_HOME/bin directory.

4.1 Starting the Co:Z sftp client on z/OS

$ export PATH=/opt/dovetail/coz/bin:$PATH ❶
$ cozsftp user@host
Co:Z sftp version: 1.1.0 (5.0p1) 2008-10-20
Copyright (C) Dovetailed Technologies, LLC. 2008. All rights reserved.
Connecting to host...
user@host's password: *****
sftp>

❶ Add the Co:Z binaries directory to your PATH. This is not necessary if symbolic links from /bin were created
during installation.

4.2 Setting, displaying and clearing file transfer options

The enhanced client introduces two new commands:

lzopts [-a] [option=value,...]

The lzopts command is used to set local (client) file transfer options. These options are set prior to initiating
file/dataset transfers from z/OS to a remote host.

zopts [-a] [option=value,...]

The zopts command is used to set server file transfer options -- if the server is a Co:Z sftp server. The zopts
command is functionally equivalent to the ls /+<option_list> command used by existing clients to set Co:Z
sftp-server file transfer options.

Multiple options can be set by separating the option=value pairs with commas. An error is returned if one or more of
the options was incorrectly specified, but the remaining options are set as requested.

The active options and their settings can be displayed by issuing the commands without arguments. The -a option
can be specified to list all available options, even those that are not active.

For a list of available options, see Section 3.1, “Setting, displaying and clearing file transfer options”.

Example: Setting and displaying local (client) transfer options

sftp> lzopts mode=text ❶
mode=text
sftp> lzopts ❷
clientcp=IBM-1047 loglevel=I mode=text
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servercp=IBM-1047

❶ The local option command lzopts mode=text is used to set the transfer mode to text. mode=binary is
the default.

❷ The local option list command lzopts shows the options currently in effect. In this case, the codepages
clientcp and servercp are set to the defaults.

Example: Setting multiple local options

sftp> lzopts lrecl=80,recfm=fb,space=trk.3.2 ❶
lrecl=80,recfm=fb,space=trk.3.2

❶ Multiple options can be specified, separated by commas. Note that the SPACE parameter uses periods for
commas to avoid ambiguity.

Example: Showing all local options

sftp> lzopts -a ❶
clientcp=IBM-1047 linerule=flexible loglevel=I lrecl=80
mode=text overflow=wrap recfm=fb servercp=IBM-1047
space=trk.3.2 NOallowmount NOblksize NObufno
NOcopies NOdataclas NOdest NOdir
NOdisp NOdsorg NOforms NOgdgnt
NOhold NOlabel NOlike NOmaxvol
NOmgmtclas NOnorecall NOoutdes NOrelease
NOretpd NOsequence NOshowall NOspin
NOstorclas NOsysout NOtrim NOtrtch
NOucount NOunit NOvol NOwriter

❶ The option command lzopts -a is used to show all of the available options, even those that are not currently
active.

4.3 Coordinating Transfer Options with a Co:Z SFTP
Server

The enhanced Co:Z sftp client can connect to any sftp server, including a Co:Z SFTP server. In this case, there are
two sets of transfer options in effect; the enhanced client's and the server's. Client side (local) options are controlled
via the lzopts command. Server side (remote) options are controlled via the zopts command.

When transferring POSIX files between a z/OS server and z/OS client, using the default mode=binary transfer
option both locally and remotely will usually yield the desired results. If codepage translations need to take place,
the desired clientcp, servercp and mode=text can be set either locally (via lzopts command) or remotely
(via the zopts command). The other side can be left in mode=binary.

When transferring datasets between a z/OS server and z/OS client, it is generally recommended that
linerule=ibmrdw be used for binary transfers so that record mode boundaries are preserved.
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When converting from dataset to POSIX file between a z/OS server and z/OS client, the transfer options should be
set where the dataset resides.
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4.4 Working with Datasets

The Co:Z implementation of sftp accepts two prefix strings to identify MVS datasets as absolute paths. The first
(//) is consistent with IBM's common usage. A secondary form (/-/) is also available.

Navigating Datasets

The sftp lcd command can be used to navigate around the z/OS dataset space. Using the dataset prefix // or /-/,
the dataset space can be entered. Once there, traversal up and down various dataset levels can be performed
similarly to hierarchical file systems.

Partitioned datasets are treated as directories as well. Once a PDS is made the current working directory, its
members can be listed and retrieved like normal files.

Just as listing the entire catalog from the root is not allowed, it is not possible to make the catalog root the current
working directory. As such, the command lcd // will fail.

Example: Navigating the dataset space

sftp> lcd //user ❶
sftp> lpwd ❷
Local working directory: //USER
sftp> lcd coz.testjcl ❸
sftp> lpwd
Local working directory: //USER.COZ.TESTJCL
sftp> lcd .. ❹
sftp> lpwd
Local working directory: //USER.COZ

❶ Using the dataset prefix //, the high level qualifier user is specified. For lcd commands, the dataset name is
case insensitive.

❷ The lpwd command will list the current working dataset level. Note that the name is properly displayed in
uppercase

❸ Multiple levels can be traversed at a time. Instead of using the normal separator (.), a slash can be used: lcd
coz/testjcl.

❹ The lcd .. command will move up a level, as expected.
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Transferring Datasets

The get and put commands are used to transfer datasets and PDS members.

Any options previously set via the lzopts are in effect for any given transfer.

Example: Get a file to a text sequential dataset

$ sftp user@linux.com ❶
Connecting to linux.com...
user@linux.com's password:
sftp> lzopts mode=text ❷
mode=text

sftp> lzopts
clientcp=IBM-1047 loglevel=I mode=text
servercp=ISO8859-1
sftp> get /tmp/GPGDSN //USER.GPGDSN ❸
Fetching /tmp/GPGDSN to //USER.GPGDSN
ZosDataset[I]: Opening dataset USER.GPGDSN for write with options: new catalog
/tmp/GPGDSN 100% 1215 1.2KB/s 00:00
ZosDataset[I]: Closing dataset //USER.GPGDSN - 1215 bytes received, 15 records written
ZosSmf119Record[I]: SMF Type119 recording not enabled; SMF recording disabled

❶ This example shows the full connection process, using keyboard-interactive password authentication to a
remote linux system.

❷ The default transfer mode of binary is overridden and set to text.
❸ The get command uses the dataset path prefix // (or, optionally /-/) to specify that a dataset is to be

written. At the default log level of I (INFO), information is emitted about the transfer process. Note also that
in this case, SMF recording is disabled because the FTP SMF records (type 119) are not currently configured
for recording.

Example: Get a text file to a PDS member

sftp> lzopts ❶
clientcp=IBM-1047 loglevel=I mode=text
servercp=ISO8859-1
sftp> lcd //user.coz.testjcl
sftp> lpwd
Local working directory: //USER.COZ.TESTJCL
sftp> get /tmp/GPGDSN ❷
Fetching /tmp/GPGDSN to //USER.COZ.TESTJCL/GPGDSN
ZosDataset[I]: Opening dataset USER.COZ.TESTJCL(GPGDSN) for write with options: old
/tmp/GPGDSN 100% 1215 1.2KB/s 00:00
ZosDataset[I]: Closing dataset //USER.COZ.TESTJCL(GPGDSN) - 1215 bytes received, 15 records written

❶ If this transfer is performed after the prior example, the transfer mode will still be text. Using the lzopts
command quickly confirms the active options.

❷ The get command uses the dataset path prefix // and pds member name in parentheses to identify the member
to create.
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Example: Put PDS members

sftp> lpwd
Local working directory: //USER.COZ.TESTJCL
sftp> put ONETEST /tmp/ONETEST ❶
Uploading ////USER.COZ.TESTJCL(ONETEST) to /tmp/ONETEST
ZosDataset[I]: Opening dataset USER.COZ.TESTJCL(ONETEST) for read with options: shr

ZosDataset[I]: Closing dataset //USER.COZ.TESTJCL(ONETEST) - 38 records read, 3078 bytes sent

sftp> put //USER.coz.testjcl ❷
Uploading //USER.COZ.TESTJCL(@@README) to /tmp/@@README
ZosDataset[I]: Opening dataset USER.COZ.TESTJCL(@@README) for read with options: shr

ZosDataset[I]: Closing dataset //USER.COZ.TESTJCL(@@README) - 34 records read, 2754 bytes sent
Uploading //USER.COZ.TESTJCL(ALLOCDS) to /tmp/ALLOCDS
ZosDataset[I]: Opening dataset USER.COZ.TESTJCL(ALLOCDS) for read with options: shr

ZosDataset[I]: Closing dataset //USER.COZ.TESTJCL(ALLOCDS) - 6 records read, 486 bytes sent
Uploading //USER.COZ.TESTJCL(CHKENVD) to /tmp/CHKENVD
ZosDataset[I]: Opening dataset USER.COZ.TESTJCL(CHKENVD) for read with options: shr

ZosDataset[I]: Closing dataset //USER.COZ.TESTJCL(CHKENVD) - 1 records read, 81 bytes sent
Uploading //USER.COZ.TESTJCL(CHKPOST) to /tmp/CHKPOST
ZosDataset[I]: Opening dataset USER.COZ.TESTJCL(CHKPOST) for read with options: shr

ZosDataset[I]: Closing dataset //USER.COZ.TESTJCL(CHKPOST) - 6 records read, 486 bytes sent
Uploading //USER.COZ.TESTJCL(CHKPRE) to /tmp/CHKPRE
ZosDataset[I]: Opening dataset USER.COZ.TESTJCL(CHKPRE) for read with options: shr

ZosDataset[I]: Closing dataset //USER.COZ.TESTJCL(CHKPRE) - 72 records read, 5832 bytes sent
Uploading //USER.COZ.TESTJCL(COZCFGO) to /tmp/COZCFGO
ZosDataset[I]: Opening dataset USER.COZ.TESTJCL(COZCFGO) for read with options: shr

ZosDataset[I]: Closing dataset //USER.COZ.TESTJCL(COZCFGO) - 1 records read, 81 bytes sent
Uploading //USER.COZ.TESTJCL(GPGDSN) to /tmp/GPGDSN
ZosDataset[I]: Opening dataset USER.COZ.TESTJCL(GPGDSN) for read with options: shr

ZosDataset[I]: Closing dataset //USER.COZ.TESTJCL(GPGDSN) - 15 records read, 1215 bytes sent
Uploading //USER.COZ.TESTJCL(ONETEST) to /tmp/ONETEST
ZosDataset[I]: Opening dataset USER.COZ.TESTJCL(ONETEST) for read with options: shr

ZosDataset[I]: Closing dataset //USER.COZ.TESTJCL(ONETEST) - 38 records read, 3078 bytes sent
Uploading //USER.COZ.TESTJCL(TESTPROC) to /tmp/TESTPROC
ZosDataset[I]: Opening dataset USER.COZ.TESTJCL(TESTPROC) for read with options: shr

ZosDataset[I]: Closing dataset //USER.COZ.TESTJCL(TESTPROC) - 111 records read, 8991 bytes sent
Uploading //USER.COZ.TESTJCL(USERTEST) to /tmp/USERTEST
ZosDataset[I]: Opening dataset USER.COZ.TESTJCL(USERTEST) for read with options: shr

ZosDataset[I]: Closing dataset //USER.COZ.TESTJCL(USERTEST) - 187 records read, 15147 bytes sent

❶ The put command can be used to transfer a member from a fully qualified dataset.
❷ When the put command is used on a PDS, all of the members are uploaded.
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Listing datasets and PDS directories

MVS datasets can be listed using the sftp lls command. Partitioned datasets are treated as directories with their
members as entries.

When listing z/OS datasets locally with the lls command, catalog search filter keys are in effect for any wildcard
requests. The catalog search wildcards *, **, and % used in the examples below are described in the IBM manual
DFSMS: Managing Catalogs - SC26-7409. Note that this is different behavior from sftp clients that connect to the
Co:Z sftp-server and list datasets with the ls. In that case, regular file globbing rules are in effect.

Example: Listing datasets

sftp> lcd //USER
sftp> lls -al ❶
Volume Referred Ext Tracks Used Recfm Lrecl BlkSz Dsorg Dsname
WORK84 2008/09/05 1 1 1 FB 80 27920 PS USER.AFILE.TXT
WORK81 2008/09/08 1 30 ? U 0 6144 PO-E USER.COZ.LOADLIB
WORK81 2008/09/11 1 15 4 FB 80 27920 PO USER.COZ.SAMPJCL
WORK84 2008/09/11 1 1 1 U 0 6144 PS USER.COZ.TEST.SEQ
WORK81 2008/09/09 1 15 3 FB 80 27920 PO USER.COZ.TESTJCL

sftp> lls -al //user.coz.t* ❷
Volume Referred Ext Tracks Used Recfm Lrecl BlkSz Dsorg Dsname
WORK81 2008/10/20 1 15 4 FB 80 27920 PO USER.COZ.TESTJCL

sftp> lls -al //user.c*.** ❸
Volume Referred Ext Tracks Used Recfm Lrecl BlkSz Dsorg Dsname
WORK81 2008/10/20 1 30 ? U 0 6144 PO-E USER.COZ.LOADLIB
WORK81 2008/10/20 1 15 4 FB 80 27920 PO USER.COZ.SAMPJCL
WORK84 2008/09/25 1 1 1 U 0 6144 PS USER.COZ.TEST.SEQ
WORK81 2008/10/20 1 15 4 FB 80 27920 PO USER.COZ.TESTJCL

❶ The long form of the list command ls -al will list detailed information from the catalog about each dataset.
❷ Using the catalog search filter key syntax, a single asterisk can be used to as a wildcard for a single dataset

level.
❸ Using the catalog search filter key syntax, a double asterisk can be used to perform a deep listing. In this

example, the single and double asterisk syntax is combined to list all of the datasets beginning with the prefix
USER.C.

Example: Listing a PDS directory

...
sftp> lcd //user.coz.sampjcl ❶
sftp> lls -al ❷
Name Size Created Changed ID
@@README
BPXBATCH 13 2008/04/04 2008/04/04 17:18:09 USER
BPXBATSL 16 2008/04/03 2008/04/03 10:36:52 USER
COZCFGD 65 2008/03/27 2008/05/12 14:28:54 USER
COZPROC 30 2008/03/27 2008/03/27 11:54:48 USER
DTLSPAWN 40 2008/05/05 2008/05/05 09:31:08 USER
GPGDSN 15 2008/05/05 2008/05/05 10:40:05 USER
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GREPDSN
GREPSED 12 2008/05/05 2008/05/05 09:30:51 USER
OFFLDSMF
RUNCOZ 20 2008/03/27 2008/05/12 14:08:02 USER
RUNCOZ2 15 2008/05/05 2008/05/05 10:02:51 USER
RUNCOZ3 8 2008/05/05 2008/05/06 08:50:37 USER
RUNSPAWN 54 2008/05/12 2008/05/12 14:25:37 USER
RUNSPWN2 20 2008/05/12 2008/05/12 13:19:05 USER
TDIRK 18 2008/04/03 2008/04/03 10:19:20 USER
WGET2DSN

❶ The lcd command is used to make a PDS the current working local "directory".
❷ The lls -al command (long list form) is used to display the members of the PDS, including available statistics.
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4.5 Working with POSIX files

This section describes how to use the enhanced client with POSIX files (HFS, zFS) on z/OS. Standard sftp
implementations (including IBM's ported tools version) support only binary mode file transfers. The Co:Z
implementation provides binary transfer mode by default, but also supports text mode transfers. Text mode transfers
are controlled via the following options:

• mode: when set to text causes file transfers to be text based.

• clientcp and servercp: When text mode is active, these settings determine the codepage translation that
will take place. The default client code page is ISO8859-1. The default server code page is the current z/OS
locale.

• linerule: When text mode is active, this setting determines how line separators are converted between the
client and server.

Transferring Files

The get and put commands are used to transfer POSIX files (either on HFS or zFS filesystems).

The options (listed above) that have been previously set via the lzopts are in effect for any given transfer. All other
options (used for dataset support) are ignored for POSIX file transfers.

Example: Get a text POSIX file

$ sftp user@linux.com ❶
Connecting to linux.com...
user@linux.com's password: *****
sftp> lzopts mode=text,servercp=UTF-8 ❷
mode=text servercp=UTF-8

sftp> lzopts ❸
clientcp=IBM-1047 loglevel=I mode=text
servercp=UTF-8
sftp> pwd
Remote working directory: /tmp
sftp> get msgs.txt ❹
Fetching /tmp/msgs.txt to msgs.txt
/tmp/msgs.txt 100% 19KB 19.0KB/s 00:00
ZosPosixFile[I]: Closing file msgs.txt - 19488 bytes received, 19488 bytes written❺
sftp>

❶ This example shows the full connection process, using keyboard-interactive password authentication to a
remote linux system.

❷ The default transfer mode of binary is overridden and set to text. Additionally, the server (linux) code page
is explicitly set to UTF-8.

❸ Displays the active options. Note that the client code page, if not explicitly set, defaults to the current z/OS
locale.

❹ The get command requests the transfer of the POSIX file using the options in effect.
❺ Upon completion, an informational message is written that describes the number of bytes received from the

server and the number of bytes written to the local file. These counts are commonly the same, but changes in
line separators and codepages can result in different counts.
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Example: Put a text POSIX file

sftp> put sftp-server.log /tmp ❶
Uploading sftp-server.log to /tmp/sftp-server.log
sftp-server.log 100% 127 0.1KB/s 00:00
ZosPosixFile[I]: Closing file sftp-server.log - 127 bytes read, 127 bytes sent
ZosSmf119Record[I]: SMF Type119 recording not enabled; SMF recording disabled

❶ The client text file sftp-server.log is put to the remote directory /tmp. The active file transfer options
are used.
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4.6 Using the Co:Z sftp client in batch

The cozsftp client command can be conveniently used in a z/OS batch job without user interaction. The
DTLSPAWN batch utility, also installed as part of the Co:Z toolkit, makes it easy to run cozsftp (or other Unix
shell scripts) directly as z/OS batch jobs.

The authentication with the remote system must be set up so as not to require any user interaction. There are two
ways to do this with OpenSSH:

• Use a public/private keypair (see the Co:Z customization section of the Co:Z Toolkit User's Guide).

• Use the SSH_ASKPASS environment variable to point to a program that will read a password. The example in the
next section demonstrates this approach.
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Example: Co:Z sftp client batch job

The RUNSFTP sample JCL distributed with the Co:Z toolkit can be used as a tailorable model for running the sftp
client in a batch job.

//RUNCOZ EXEC PROC=DTLSPAWN ❶
//STDIN DD * ❷

# Customize these ... ❸
coz_bin="/opt/dovetail/coz/bin"
remoteuser="uid"
server="remote.host.name"
servercp="ISO8859-1"
remotefile="/path/to/file"

# These can be used to read the ssh password from a (secured) dataset
# if you don't want to setup public/private keypairs ❹
export PASSWD_DSN='//HLQ.PASSWD(SITE1)'
export SSH_ASKPASS=$coz_bin/read_passwd_dsn.sh
export DISPLAY=none

ssh_opts="-oBatchMode=no" # allows ssh to use SSH_ASKPASS program
ssh_opts="$ssh_opts -oConnectTimeout=60"
ssh_opts="$ssh_opts -oServerAliveInterval=60"
ssh_opts="$ssh_opts -oStrictHostKeyChecking=no" # accept initial host keys

# Invoke the Co:Z sftp client with an in-line batch of commands
# that downloads a remote file to a local DD.
# Note that "-oBatchMode=no" must be specified before "-b"
# since ssh opts are first-sticky

$coz_bin/cozsftp $ssh_opts -b- $remoteuser@$server <<EOB ❺
lzopts mode=text,servercp=$servercp
get $remotefile //DD:DOWNLOAD ❻
EOB
//DOWNLOAD DD DSN=&&DOWNLOAD,DISP=(NEW,DELETE),
// DCB=(...),SPACE=(...)
//

❶ The DTLSPAWN utility is similar to IBM's BPXBATCH, but runs a Unix login shell in the original address
space.

❷ The STDIN DD is used to read a shell script as input to the z/OS Unix shell. This script will contain the setup
and execution of Co:Z sftp in batch.

❸ Customize these variables for your needs.
❹ The following variables are set so that the ssh password is read from a z/OS dataset. Alternatively, an

OpenSSH keypair can be used.
❺ The Co:Z sftp client is invoked with the -b- option, which indicates that a "batch" of commands should be read

from stdin. The shell "here" document redirection is used to read stdin from the shell script itself.
❻ The sftp get command is used to get a remote file and write it to DD DOWNLOAD. Alternatively, the syntax

//HLQ.MY.DATASET could have been used to download to a dynamically allocated dataset.

Using the Co:Z z/OS sftp client
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Appendix A. Setting up a test OpenSSH
system on z/OS
It's sometimes nice to create your own z/OS SSHD server on an alternate port for testing purposes. You can do this
without any special privileges, and the SSHD server will run fine, except that it will only allow logins for the userid
that it is running under.

Procedure A.1. General outline for adding a test SSHD server

1. Create your own ssh directory, say ~/sshd, and copy the file /etc/ssh/sshd_config into it:.

zos$ mkdir ~/sshd
zos$ cp /etc/ssh/sshd_config ~/sshd

2. In this directory, generate your DSA and RSA host keys, as directed in the Step 3.

If you can copy the keys in /etc/ssh directory, then you will avoid "host key" mismatch problems if you switch
your SSH client from the production to the test server. If you do copy the production host keys, make sure that
you change the file permissions to 600 so that they can't be read by others.

3. Edit your copy of sshd_config:

a. Find the line "Subsystem" which defines the sftp subsystem

b. Add a new line after this line:

Subsystem dspipes /usr/lpp/coz/bin/dspipes

(where /usr/lpp/coz is the directory where Co:Z Toolkit is installed).

c. Uncomment the Port line and set it to an available port

d. Uncomment / add the following lines (to use the private keys generated in the previous step):

HostKey ./ssh_host_rsa_key
HostKey ./ssh_host_dsa_key

(where /usr/lpp/coz is the directory where Co:Z Toolkit is installed).

4. From a z/OS shell, change to the directory that you created and start your copy of SSHD:

/usr/sbin/sshd -e -D -f ./sshd_config
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Note: If you are unable to execute /usr/sbin/sshd, you may be able to copy it to your local directory, add
the execute bit (chmod +x ~/sshd/sshd) and run the above command using this local copy.

5. To connect to your test SSHD server from an sftp client, don't forget to use the -oPort=nn option on your
sftp command (for OpenSSH, other clients may have different syntax).

Setting up a test OpenSSH system on z/OS
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Appendix B. Licenses
B.1 Co:Z Toolkit: z/OS

Contact us for information regarding support agreements for Co:Z.

Co:Z Toolkit for z/OS is distributed free in binary form under the Apache 2 license.

Copyright (C) 2006 Dovetailed Technologies, LLC.

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.

You may obtain a copy of the License at
http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and
limitations under the License.

B.2 OpenSSH License

The licences which components of this software fall under are as
follows. First, we will summarize and say that all components
are under a BSD licence, or a licence more free than that.

OpenSSH contains no GPL code.

1)
* Copyright (c) 1995 Tatu Ylonen <ylo@cs.hut.fi>, Espoo, Finland
* All rights reserved
*
* As far as I am concerned, the code I have written for this software
* can be used freely for any purpose. Any derived versions of this
* software must be clearly marked as such, and if the derived work is
* incompatible with the protocol description in the RFC file, it must be
* called by a name other than "ssh" or "Secure Shell".

[Tatu continues]
* However, I am not implying to give any licenses to any patents or
* copyrights held by third parties, and the software includes parts that
* are not under my direct control. As far as I know, all included
* source code is used in accordance with the relevant license agreements
* and can be used freely for any purpose (the GNU license being the most
* restrictive); see below for details.
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[However, none of that term is relevant at this point in time. All of
these restrictively licenced software components which he talks about
have been removed from OpenSSH, i.e.,

- RSA is no longer included, found in the OpenSSL library
- IDEA is no longer included, its use is deprecated
- DES is now external, in the OpenSSL library
- GMP is no longer used, and instead we call BN code from OpenSSL
- Zlib is now external, in a library
- The make-ssh-known-hosts script is no longer included
- TSS has been removed
- MD5 is now external, in the OpenSSL library
- RC4 support has been replaced with ARC4 support from OpenSSL
- Blowfish is now external, in the OpenSSL library

[The licence continues]

Note that any information and cryptographic algorithms used in this
software are publicly available on the Internet and at any major
bookstore, scientific library, and patent office worldwide. More
information can be found e.g. at "http://www.cs.hut.fi/crypto".

The legal status of this program is some combination of all these
permissions and restrictions. Use only at your own responsibility.
You will be responsible for any legal consequences yourself; I am not
making any claims whether possessing or using this is legal or not in
your country, and I am not taking any responsibility on your behalf.

NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS
TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER
PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

2)
The 32-bit CRC compensation attack detector in deattack.c was
contributed by CORE SDI S.A. under a BSD-style license.

* Cryptographic attack detector for ssh - source code
*
* Copyright (c) 1998 CORE SDI S.A., Buenos Aires, Argentina.
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*
* All rights reserved. Redistribution and use in source and binary
* forms, with or without modification, are permitted provided that
* this copyright notice is retained.
*
* THIS SOFTWARE IS PROVIDED ``AS IS'' AND ANY EXPRESS OR IMPLIED
* WARRANTIES ARE DISCLAIMED. IN NO EVENT SHALL CORE SDI S.A. BE
* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY OR
* CONSEQUENTIAL DAMAGES RESULTING FROM THE USE OR MISUSE OF THIS
* SOFTWARE.
*
* Ariel Futoransky <futo@core-sdi.com>
* <http://www.core-sdi.com>

3)
ssh-keyscan was contributed by David Mazieres under a BSD-style
license.

* Copyright 1995, 1996 by David Mazieres <dm@lcs.mit.edu>.
*
* Modification and redistribution in source and binary forms is
* permitted provided that due credit is given to the author and the
* OpenBSD project by leaving this copyright notice intact.

4)
The Rijndael implementation by Vincent Rijmen, Antoon Bosselaers
and Paulo Barreto is in the public domain and distributed
with the following license:

* @version 3.0 (December 2000)
*
* Optimised ANSI C code for the Rijndael cipher (now AES)
*
* @author Vincent Rijmen <vincent.rijmen@esat.kuleuven.ac.be>
* @author Antoon Bosselaers <antoon.bosselaers@esat.kuleuven.ac.be>
* @author Paulo Barreto <paulo.barreto@terra.com.br>
*
* This code is hereby placed in the public domain.
*
* THIS SOFTWARE IS PROVIDED BY THE AUTHORS ''AS IS'' AND ANY EXPRESS
* OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
* WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHORS OR CONTRIBUTORS BE
* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
* BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
* WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
* OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
* EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

5)
One component of the ssh source code is under a 3-clause BSD license,
held by the University of California, since we pulled these parts from
original Berkeley code.

* Copyright (c) 1983, 1990, 1992, 1993, 1995
* The Regents of the University of California. All rights reserved.
*
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* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions
* are met:
* 1. Redistributions of source code must retain the above copyright
* notice, this list of conditions and the following disclaimer.
* 2. Redistributions in binary form must reproduce the above copyright
* notice, this list of conditions and the following disclaimer in the
* documentation and/or other materials provided with the distribution.
* 3. Neither the name of the University nor the names of its contributors
* may be used to endorse or promote products derived from this software
* without specific prior written permission.
*
* THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ``AS IS'' AND
* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
* SUCH DAMAGE.

6)
Remaining components of the software are provided under a standard
2-term BSD licence with the following names as copyright holders:

Markus Friedl
Theo de Raadt
Niels Provos
Dug Song
Aaron Campbell
Damien Miller
Kevin Steves
Daniel Kouril
Wesley Griffin
Per Allansson
Nils Nordman
Simon Wilkinson

Portable OpenSSH additionally includes code from the following copyright
holders, also under the 2-term BSD license:

Ben Lindstrom
Tim Rice
Andre Lucas
Chris Adams
Corinna Vinschen
Cray Inc.
Denis Parker
Gert Doering
Jakob Schlyter
Jason Downs
Juha Yrj#l#
Michael Stone
Networks Associates Technology, Inc.
Solar Designer
Todd C. Miller
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Wayne Schroeder
William Jones
Darren Tucker
Sun Microsystems
The SCO Group
Daniel Walsh

* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions
* are met:
* 1. Redistributions of source code must retain the above copyright
* notice, this list of conditions and the following disclaimer.
* 2. Redistributions in binary form must reproduce the above copyright
* notice, this list of conditions and the following disclaimer in the
* documentation and/or other materials provided with the distribution.
*
* THIS SOFTWARE IS PROVIDED BY THE AUTHOR ``AS IS'' AND ANY EXPRESS OR
* IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
* OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
* IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT,
* INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
* NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
* DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
* THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
* (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
* THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

8) Portable OpenSSH contains the following additional licenses:

a) md5crypt.c, md5crypt.h

* "THE BEER-WARE LICENSE" (Revision 42):
* <phk@login.dknet.dk> wrote this file. As long as you retain this
* notice you can do whatever you want with this stuff. If we meet
* some day, and you think this stuff is worth it, you can buy me a
* beer in return. Poul-Henning Kamp

b) snprintf replacement

* Copyright Patrick Powell 1995
* This code is based on code written by Patrick Powell
* (papowell@astart.com) It may be used for any purpose as long as this
* notice remains intact on all source code distributions

c) Compatibility code (openbsd-compat)

Apart from the previously mentioned licenses, various pieces of code
in the openbsd-compat/ subdirectory are licensed as follows:

Some code is licensed under a 3-term BSD license, to the following
copyright holders:

Todd C. Miller
Theo de Raadt
Damien Miller
Eric P. Allman
The Regents of the University of California
Constantin S. Svintsoff
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* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions
* are met:
* 1. Redistributions of source code must retain the above copyright
* notice, this list of conditions and the following disclaimer.
* 2. Redistributions in binary form must reproduce the above copyright
* notice, this list of conditions and the following disclaimer in the
* documentation and/or other materials provided with the distribution.
* 3. Neither the name of the University nor the names of its contributors
* may be used to endorse or promote products derived from this software
* without specific prior written permission.
*
* THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ``AS IS'' AND
* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
* SUCH DAMAGE.

Some code is licensed under an ISC-style license, to the following
copyright holders:

Internet Software Consortium.
Todd C. Miller
Reyk Floeter
Chad Mynhier

* Permission to use, copy, modify, and distribute this software for any
* purpose with or without fee is hereby granted, provided that the above
* copyright notice and this permission notice appear in all copies.
*
* THE SOFTWARE IS PROVIDED "AS IS" AND TODD C. MILLER DISCLAIMS ALL
* WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES
* OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL TODD C. MILLER BE LIABLE
* FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
* WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION
* OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN
* CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Some code is licensed under a MIT-style license to the following
copyright holders:

Free Software Foundation, Inc.

* Permission is hereby granted, free of charge, to any person obtaining a *
* copy of this software and associated documentation files (the *
* "Software"), to deal in the Software without restriction, including *
* without limitation the rights to use, copy, modify, merge, publish, *
* distribute, distribute with modifications, sublicense, and/or sell *
* copies of the Software, and to permit persons to whom the Software is *
* furnished to do so, subject to the following conditions: *
* *
* The above copyright notice and this permission notice shall be included *
* in all copies or substantial portions of the Software. *
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* *
* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS *
* OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF *
* MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. *
* IN NO EVENT SHALL THE ABOVE COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, *
* DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR *
* OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR *
* THE USE OR OTHER DEALINGS IN THE SOFTWARE. *
* *
* Except as contained in this notice, the name(s) of the above copyright *
* holders shall not be used in advertising or otherwise to promote the *
* sale, use or other dealings in this Software without prior written *
* authorization. *
****************************************************************************/
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