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1. Introduction

The "IBM Ported Tools for zZ/OS" product includes a port of the popular OpenSSH tools. These tools provide for
secure remote login and program execution (ssh) and file transfer (sftp and scp). The sftp and sftp-server
commands implement a file transfer program that is similar to ftp, but use ssh for their underlying secure transport.
The sftp specification 1 accounts only for binary transfers. The IBM z/OS sftp client has been enhanced to support
ASCII-EBCDIC conversion. Dataset support is hot provided.

The Co:Z Co-Processing Toolkit for zZ/OS includes a new port of the OpenSSH sftp-server subsystem (v5.0pl)
which adds support for MVS datasets, text mode transfers and SMF 119 accounting. This subsystem must be
installed with an existing OpenSSH implementation on z/OS, such as IBM Ported Tools for zZ/OS (SSH). Also
included is an enhanced sftp client for ZZOS which alows for zZ/OS client initiated transfers to remote systems.

This document describes how to configure OpenSSH on z/OS so that either the original (IBM) sftp-server or the
Co:Z sftp-server can be used in the same instance of sshd, selectable on a per user basis.

NOTE: Co:Z SFTPisNOT supported by IBM.

1.1 Features

Works with most existing sftp clients (see the section called “ Client Requirements” ).
» Transfer datasets viathe get and put commands

» Navigate z/OS catalogs via the cd command.

¢ List dataset information and PDS directories via the Is command.

* Records SMF 119 records if user has BPX. SM- SAF authorization.

» Supports direct access to datasets which can be opened in sequential, record mode by the f open() C-library
routine. Thisincludes:

« MVS sequential datasets (QSAM, BSAM, VSAM)
» PDSand PDSE members
e SYSOUT datasets, including the MV S internal reader
 Supportstext or binary conversion viaflexible line-termination rules:
¢ Cr, Lf/Newline, CrLf, Cr and/or Lf, RDW, none
» Supports flexible record padding / overflow rules

» Can specify dataset dynamic allocation (BPXWDY N) keywords

1http: /Itools.ietf.or g/wa/secsh/dr aft-ietf-secsh-filexfer/
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Introduction

1.2 Supported Environments

z/OS Host Requirements

» 7Z/OSV1RY7 or later

» |BM Ported Tools for ZOS (SSH)

Client Requirements

» Wide variety of operating systems, including Windows, *IX variants, Z/OS...
* sftp clients supporting SSH File Transfer Protocol, such as:
e Co:Z sftp client for ZOS

e OpenSSH

puTTy psftp
* WinSCP

« gFTP

Co0:Z® Co-Processing Toolkit for Co:Z SFTP with Dataset Support -
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2. Installation and Customization

The Co:Z sftp-server installation discussed here is designed to allow individua users to use either the original
sftp-server or the enhanced Co:Z version, depending on their configuration. This setup makes for an ideal beta
testing environment, as only designated beta testers will use the new sftp-server.

2.1 Installation

1. Download the Co:Z toolkit z/OS self-extracting installer (.bin) file. from dovetail.com.

2. Instal the Co:Z toolkit according to the installation instructions in the Co:Z User's Guide at
http: //imww.dovetail.comvdocs/coz/index.html. Be sure to make note of the instalation directory. Note: The
installation of any Co:Z target system toolkits and the dspipes subsystem is optional.

3. Instal and configure IBM Ported Tools for ZOS (SSH) per the IBM documentation.

4. Update the sshd_config file, typicaly located at /et c/ssh/sshd_config to modify the sftp
subsystem definition: *

#Subsyst em sftp fusr/lib/ssh/sftp-server O
Subsyst em sftp / opt / dovet ai | / coz/ bi n/ sft p-server. sh O

O Theorigina sftp subsystem line should be commented out.

0 The new subsystem line should point to the sft p-server. sh shell script located in the Co:Z
installation directory. This script is designed to run the original sftp-server by default, but will run the
Co:Z version if the user has configured it. See Section 2.2, “ Customization” for details. The installation
process should have marked this file as executable, but this should be verified.

5. If OpenSSH sshd was running prior to editing sshd_conf i g, it should be reinitialized. This can be done by
sending SI GHUP to the running process. The pid for this process is typically in the file
/var/run/sshd. pi d:

kill -HUP “cat /var/run/sshd. pid

1t is sometimes convenient to set up atest OpenSSH server where this subsystem can be easily modified. To do this see: Appendix A, Setting up
atest OpenSSH system on Z0OS

Co0:Z® Co-Processing Toolkit for Co:Z SFTP with Dataset Support -
2/0S User's Guide 3


http://www.dovetail.com/downloads/coz/index.html
http://www.dovetail.com/docs/coz/index.html
http://www.ibm.com/servers/eserver/zseries/zos/unix/openssh/index.html#openssh

Installation and Customization

2.2 Customization

By default, the sftp-server.sh script discussed above will execute the IBM version of sftp-server unless the user has
an executable profile shell script: $HOVE/ . ssh/ sft p- server. r c. This profile may be used to set environment
variablesto control the Co:Z sftp-server. The permissions on this file should be set to "700".

Note: Removing or renaming this file will re-enable the original OpenSSH sftp-server. 2

#!' [ bin/sh
# The presence of this executable script in $HOW/ .ssh/sftp-server.rc
# will cause the CQOZ version of sftp-server to be used

#export SFTP_SERVER _OPTI ONS="-e -1 debug3" g
#export CQOZ_LOG=T O
#export SFTP_ZOS OPTI ONS="nopde=t ext " 0

0 The SFTP_SERVER _OPTI ONS environment variable can be used to set options for the base OpenSSH
sftp-server code. The - e option directs the output to st der r (which the sftp-server.sh script directs to the log
file). The-1 debug3 option sets the base sftp-server logging level.

0 The COZ_LOG environment variable controls the logging of the custom Co:Z sftp-server code. The available
logging levels are described in the the section called * Miscellaneous options” .

O The SFTP_ZOS_OPTI ONS environment variable can be used to set the default options for the user. Multiple
options may be specified, separated by commas. The options are described here: Section 3.1, “ Setting,
displaying and clearing file transfer options” .

’The sftp-server.sh script may be customized to invoke the Co:Z version of sftp-server by default, even if no user
$HOME/ . ssh/ sft p-server.rc script exists.

Co0:Z® Co-Processing Toolkit for Co:Z SFTP with Dataset Support -
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3. Using the Co:Z sftp server

The following chapters describe how to use sftp with dataset support. The examples below assume that you have
installed and configured the Co:Z toolkit on your z/OS and target systems, and have properly configured the sftp
sshd subsystem.

All examples in the following sections can be run by most sftp clients, either from z/OS or from other platforms
(Windows, linux, etc..). Note: There are some differences in the way clients interact with the server, so the output
shown in the examples below (performed with the OpenSSH sftp client) may not match your output exactly.

3.1 Setting, displaying and clearing file transfer options

File transfer options are set with the special Is request of the form: Is /+<name=value>. They can be cleared with a
request of the form: Is/+NO<name>.

Multiple options can be set by separating the key=value pairs with commas. An error is returned if one or more of
the options was incorrectly specified, but the remaining options are set as requested.

The options directory / +/ is a pseudo directory on the server, and it is possible to make it the working directory via
the cd /+ command. From this directory, options may be set and listed without the / + prefix.

The active options and their settings can be displayed by issuing the command Is /+.

General transfer options

The following table describes the general transfer options. The usage columns describe when the option (if active)
will apply during transfer.

Table 3.1. General transfer options

Keyword Usage
Name Value Datasets POSIX Read (Get) Write (Put)

clientcp <codepage> X X X X
linerule cr|crlf [crnl | If [nl | rdw | X X X X

ibmrdw | mfrdw | flexible |

none
mode binary | text X X X X
overflow error | flow | trunc | wrap X X
pad <pad_char> X X
servercp <codepage> X X X X
trim X X

Co0:Z® Co-Processing Toolkit for Co:Z SFTP with Dataset Support -
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clientcp
Specifies the name of the client codepage used when performing text mode transfers. Data will be converted
between the server codepage (servercp) and this code page. The codepage must either be a single byte codepage
or any multi-byte codepage that has single-byte line terminators (e.g. UTF-8). The z/OS Unix command iconv
-| lists the available codepages. The default, if not specified, is| SC8859- 1.

linerule
Thevaluescr, crlf,crnl,|f, nl specify that, for text mode transfers, lines will be terminated with the
given characters in the client codepage. f | exi bl e may be used when writing to files or datasets to indicate
that any combination of cr, If, or newline will be recognized as aline terminator. r dw specifies that a 4 byte, big
endian length will prefix each record, which i bnr dw specifies that IBM-style RDWs are used as prefixes.
nf r dw indicates that Micro-focus file and records headers are used. The default isf | exi bl e for writing and
If for reading.

node
Specifies whether transfers are as-is (binary) or subject to codepage/linerule/overflow/pad processing (text).
The defaultisbi nary.

overfl ow
For text-mode dataset write processing, controls the treatment of lines longer than the maximum dataset record
length.

pad

For text-mode dataset write processing, specifies the character to use when padding lines into fixed-length
dataset records. If not specified, the default is a space character in the server codepage.

servercp
Specifies the name of the server codepage used when performing text mode transfers. Data will be converted
between the client codepage (clientcp) and this code page. The default, if not specified, is default codepage for
the server's process.

trim
For text-mode dataset read transfers, enabling this options will cause pad characters to be trimmed from the
dataset records as they are read.

Co0:Z® Co-Processing Toolkit for Co:Z SFTP with Dataset Support -
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Miscellaneous options

The following table describes the miscellaneous options. These options do not apply to transfer operations, but
affect the behaviour of the sftp-server.

Table 3.2. Miscellaneous options

Keyword
Name Value Notes

loglevel EIW|IN[I|D|T|F
Setsthe logging level of the Co:Z sftp-server. The UPPER CASE

values correspond to thelist: (Error, Warning, Info, Notice, Debug,
Trace, Fine).

showall
If active, all optionswill be shown on option display (Is/+). Inactive

options are shown with a prefix of NO.

Dataset allocation options

The following table describes options that apply when transferring MV S datasets. The ZOS BPXWDYN serviceis
used for dataset allocation and these options correspond to keywords available with BPXWDY N with similar syntax
except that:

» keywor d=val ue isused rather than keywor d( val ue)
* periods are used in place of commas

+ other minor differences as described below

The usage columns below describe when the option (if active) will apply during dataset transfer (these options never
apply during POSIX file transfers). For more information on BPXWDY N, see Using REXX and ZZOS UNIX System
Services - SA22-7806

Table 3.3. BPXWDYN options

Keyword Usage
Name Value Read WriteNew | Write Existing Sysout

allowmount X X X

blksize <numeric> X X
bufno <numeric> X X X

copies <numeric> X
dataclas <alphanum> X

dest dest[.user] X

Co0:Z® Co-Processing Toolkit for Co:Z SFTP with Dataset Support -
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Keyword Usage
Name Value Read WriteNew Write Existing Sysout

dir <numeric> X

disp old | shr | mod | new X X X

dsorg ps|po | da X

forms <alphanum> X
gdgnt X

hold X
label nl|d|ng |sul |[blp|ltm]|al |aul X

like <Dataset Name> X

Irecl <numeric> X X
maxvol <numeric> X

mgmtclas <alphanum> X

norecall X X

outdes <alphanum> X
recfm <alphanum> X X
release X X X

retpd <numeric> X

sequence <numeric> X

space [blk. | trk. | cyl.]primary[.secondary] X

spin X
storclas <alphanum> X

Sysout <sysout_class> X
trtch noncomp |comp |c|e|et |t X

ucount <numeric> X X X

unit <numeric> X

vol <alphanum> X

writer <alphanum> X

Co0:Z® Co-Processing Toolkit for
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Example: Setting and displaying basic options

sftp> | s /+npde=t ext g
/ +mode=t ext
sftp>Is /+ O

[ +/ cli ent cp=I SOB859- 1
| +/ server cp=I BM 1047

/+/error.log / +/ node=t ext

O Theoptioncommand| s / +node=t ext isused to set the transfer mode to text. mode=binary isthe default.
O Theoptionlist command | s / + shows the options currently in effect. In this case, the codepagescl i ent cp
and ser ver cp are set to the defaults.

Example: Setting multiple options

sftp> Is /+lrecl =80, recfnm=fb, space=trk. 3.2 O
/ +l recl =80, r ecf mef b, space=trk. 3.2

O Multiple options can be specified, separated by commas. Note that the SPACE parameter uses periods for
commas to avoid ambiguity.

Example: Showing all options

sftp> | s /+showal | g

[ +showal | =t r ue

sftp> cd /+ O

sftp>1s O

NQal | owrount NOol ksi ze NObuf no
NCcopi es NCQdat acl as NCdest

NQdi r NOdi sp NOdsor g
NCf or ns NCOgdgnt NChol d

NO abel Nd i ke NOmaxvol
NOngnt cl as NOnor ecal | NCQout des
NCOr el ease NCOr et pd NOGsequence
NGspi n NGst or cl as NOsysout
NOrim NO rtch NCQucount
NQuni t NOvol NOw i t er
client cp=I SO8859- 1 error.log i nerul e=flexible
I recl =80 node=t ext over f | ow=wr ap
recf m=FB server cp=| BM 1047 showal |
space=TRK. 3. 2

sftp> |'s noshowal | , norecfm O

noshowal | , norecf m

sftp> I|s

cl i ent cp=I SCB859- 1 error.| og I recl =80

node=t ext

server cp=| BM 1047

space=TRK 3. 2

0  Theoption command Is/+showall is used to set the option listing mode to show all options, even those that are

Co0:Z® Co-Processing Toolkit for
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not active.

0  Since the options are treated as entries in a pseudo directory, the cd command can be used to make that
directory the working remote directory.

O  Issuing thelsfrom the options directory will show all of the options. Those that are not active are prefixed with
the string NO. Note that the options can be listed even if the current working directory is not the options pseudo
dir with the command Is /+.

O Active options can be de-activated by prefixing the option with the string NO. In this example, the showal |
optionis cleared, aswell asther ecf moption.

3.2 Reading the error log

Most implementations of the sftp specification, including OpenSSH, do not allow for transmission of detailed
information from the server to the client in the event of an error. Adding dataset transfers to the mix only increases
the need for better error reporting. To help alleviate this problem, the Co:Z sftp implementation provides a
comprehensive logging facility that can be enabled and tuned by each user session.

Severa of the above option listing examples show err or . | og as one of the options. This is actually an alias for
the running session's log file, which is usually written to the / t np directory (See Chapter 2, Installation and
Customization for more information on where this file is written). This aias can be used to easily retrieve the log at
anytime and examine it from the client.

This feature makes it possible to examine detailed error information from the client without having to abandon the
active sftp session. Users of graphical clients such as winSCP and gFTP see an even greater advantage in that the
error.log file can be viewed simply by selecting the file and transferring it in vi ewmode.

Example: Getting and displaying the error log

sftp> rm//user.coz. sanpj cl O

Renovi ng // user. coz. sanpj cl

Couldn't delete file: Failure O

sftp> get /+/error.log O

Fetching /+/error.log to error.|og

[+l error.|og 100% 68 0. 1KB/ s 00: 00
sftp> lcat error.log O

ZosUti |l [E]: Dataset "USER COZ. SAMPIJCL" is a PDS. Use rndir instead.
sftp>

This command attempts to delete a PDS with the rm which is not allowed.

The request fails, but the standard sftp error message is not very helpful.

To get better information, the er r or . | og from the options directory is requested.
Using the local shell command cat to display the log gives detailed error information.

Oooodg

Co0:Z® Co-Processing Toolkit for Co:Z SFTP with Dataset Support -
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3.3 Working with Datasets

The Co:Z implementation of sftp accepts two prefix strings to identify MV'S datasets as absolute paths. The first
(/ 1) is consistent with IBM's common usage. A secondary form (/ - /) is also available, as not all sftp clients will
allow double slash characters to be sent.

Navigating Datasets

The sftp cd command can be used to navigate around the z/OS dataset space. Using the dataset prefix // or/ -/,
the dataset space can be entered. Once there, traversal up and down various dataset levels can be performed
similarly to hierarchical file systems.

Partitioned datasets are treated as directories as well. Once a PDS is made the current working directory, its
members can be listed and retrieved like normal files.

Just as listing the entire catalog from the root is not allowed, it is not possible to make the catalog root the current
working directory. As such, the command cd // will fail.

Example: Navigating the dataset space

sftp> cd //user O

sftp> pwd O

Renot e working directory: //USER

sftp> cd coz.testjcl O

sftp> pwd

Rerot e wor ki ng directory: //USER COZ. TESTIJCL
sftp> cd .. O

sftp> pwd

Renot e working directory: //USER CQOZ

O Using the dataset prefix / / , the high level qualifier user is specified. For cd commands, the dataset name is
case insensitive.

O The pwd command will list the current working dataset level. Note that the name is properly displayed in
uppercase

O Multiple levels can be traversed at a time. Instead of using the normal separator (. ), a slash can be used: cd
coz/testjcl.

O Thecd .. command will move up alevel, as expected.

Transferring Datasets

The get and put commands are used to transfer datasets and PDS members. By default, the transfer mode is
binary, and when storing new datasets, the DCB defaults are determined by the system and are often RECFM=U.

Any options previously set viathe Is/+option=value arein effect for any given transfer.

Example: Get a text sequential dataset

$ sftp user @os. com O
Connecting to zos.com. .

Co0:Z® Co-Processing Toolkit for Co:Z SFTP with Dataset Support -
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user @os. con s passwor d:

sftp> |'s / +npde=t ext O
/ +mode=t ext
sftp> get //USER LOG M SC O

Fetching //USER LOG M SC to USER LOG M SC

0  Thisexample shows the full connection process, using keyboard-interactive password authentication.

0  Thedefault transfer mode of binary is overridden and set tot ext .

0 The get command uses the dataset path prefix // (or, optionally / -/) to specify that a dataset is being
requested.

Example: Get PDS members

sftp>1Is /+ g
[ +/ cli ent cp=I SOB859- 1 / +/ node=t ext / +/ server cp=I BM 1047
sftp> get //user.ssh.jcl(sshd) O

Fetching //user.ssh.jcl (sshd) to user.ssh.jcl (sshd)

O If this transfer is performed after the prior example, the transfer mode will still be t ext . Using the Is /+
command quickly confirms the active options.

O  Theget command uses the dataset path prefix / / and pds member name in parentheses to identify the member
to get. Note again that the dataset name for transfersis case insensitive.

Co0:Z® Co-Processing Toolkit for Co:Z SFTP with Dataset Support -
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Example: Get a PDS member

sftp> get //user.coz.sanpjcl (cozproc) cozproc.txt O
Fet ching //user.coz. sanmpjcl (cozproc) to cozproc.txt

sftp> cd //user.coz. sanpj cl O
sftp> get runcoz O
Fet chi ng // USER. CQZ. SAMPJCL/ runcoz to runcoz

sftp> get * g

Fet chi ng // USER. CQOZ. SAMPJCL/ @AREADME t 0 @AREADNE
Fet chi ng // USER. COZ. SAMPJCL/ BPXBATCH t o BPXBATCH
Fet chi ng // USER. CQZ. SAMPJCL/ BPXBATSL t o BPXBATSL
Fet chi ng // USER. CQZ. SAMPJCL/ COZCFGD t o COZCFGD
Fet chi ng // USER COZ. SAMPJCL/ COZPROC t 0 COZPROC
Fet chi ng // USER. COZ. SAMPJCL/ DTLSPAWN t 0o DTLSPAWN
Fet chi ng // USER. COZ. SAMPJCL/ GPGDSN t 0 GPGDSN

Fet chi ng // USER. CQOZ. SAMPJCL/ GREPDSN t o GREPDSN
Fet chi ng // USER. COZ. SAMPJCL/ GREPSED t 0 GREPSED
Fet chi ng // USER COZ. SAMPJCL/ OFFLDSM- t 0 OFFLDSMF
Fet chi ng // USER. CQOZ. SAMPJCL/ RUNCOZ t o RUNCOZ

Fet chi ng //USER. COZ. SAMPJCL/ RUNCOZ2 t o RUNCQZ2
Fet chi ng // USER COZ. SAMPJCL/ RUNCOZ3 t o RUNCQOZ3
Fet chi ng // USER. COZ. SAMPJCL/ RUNSPAWN t 0 RUNSPAWN
Fet chi ng // USER COZ. SAMPJCL/ RUNSPWN2 t 0 RUNSPVW2
Fet chi ng //USER. CQOZ. SAMPJCL/ TDI RK to TDI RK

Fet chi ng // USER COZ. SAMPJCL/ WGET2DSN t o WGET2DSN

The get can be used to get a member from afully qualified dataset.

The cd command is used to make a PDS the current working "directory".
The get command uses just the member name to retrieve the desired member.
The get * command can be used to retrieve all members at once.

o o |

Example: Put a text MVS dataset, overriding DCB attributes

sftp> | s /+npde=text,|recl =80, recfn=fb g
/ +mode=t ext, | recl =80, recf m=f b

sftp> put afile.txt //USER AFILE. TXT g
Upl oading afile.txt to //USER AFI LE. TXT

0 Theoptioncommand | s /+node=t ext, | recl =80, r ecf mef b is used to set the transfer mode to text,
and set the DCB attributes for the new dataset USER. AFI LE. TXT. This overrides the system default for new
datasets. Input lines will be broken on CR, LF, or CRLF and lines longer than allowed by the dataset will be
wrapped onto multiple records. The options | i ner ul e and over f | owr ul e can be used to override those
settings.

0 Theput command uses the specialized path prefix / / (or, optionally / - /') to specify the dataset name.
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Listing datasets and PDS directories

MVS datasets can be listed using the sftp Is command. Partitioned datasets are treated as directories with their
members as entries.

In order to support existing sftp clients, several considerations have to be made when listing datasets:

» Thelslists multiple dataset levels (by default), and therefore can return a large amount of information. As such,
listings that would involve searching the entire catalog, such as Is // or Is //A* are not alowed. Furthermore,
because of the way sftp clients interact with the server, the following style of command is not supported: Is
//USER.LVL1*. However, the same effect can be produced by either using directory notation for searching the
catalog (Is//USER/LVL 1*) or changing to the desired level and issuing arelative listing command:

cd //USER
s LVL1*

» Where possible, dataset names are treated as case insensitive. A get or put can specify the name in either lower or
upper case and it will be found. However, any globbed (wildcard) Is command requires upper case characters.
Individual datasets can be listed in either upper or lower case. To be safe, it is agood ideato use upper case on all
list requests.

» As mentioned above, partitioned datasets (PDS) are treated as directories. the long list form Is - can be used to
list member statistics, if statistics exist.

e The Is accepts dataset names prefixed either by // or / -/ . The second form should be used for the few sftp
clients that do not allow a double slash to sent to the server.
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Example: Listing datasets

sftp> cd //USER

sftp> Is -al ad

Vol une Referred Ext Tracks Used Recfm Lrecl Bl kSz Dsorg Dsnane

WORK84 2008/ 09/ 05 1 1 1 FB 80 27920 PS USER. AFI LE. TXT
WORK81 2008/ 09/ 08 1 30 ? U 0 6144 PO E USER CQZ LOADLIB
WORK81 2008/ 09/ 11 1 15 4 FB 80 27920 PO USER. COZ. SAMPICL
WORK84 2008/ 09/ 11 1 1 1 U 0 6144 PS USER. COZ. TEST. SEQ
WORK81 2008/ 09/ 09 1 15 3 FB 80 27920 PO USER. COZ. TESTJCL
sftp> cd //USER O

sftp> |I's CO*

CQZ. LOADLI B/ CQZ. SAMPJCL/ CQZ. TEST. SEQ CQZ. TESTJCL/
sftp> |Is //USER/ CO* O

/I USER/ COZ. LOADLI B/ / I USER/ COZ. SAMPJCL/ / I USER/ COZ. TEST. SEQ
/[ USER/ COZ. TESTJCL/

sftp> |s //USER. CO* O
Coul dn't get handle: Failure
Can't |Is: "//USER CO*" not found

sftp>1s // O
Coul dn't stat renote file: No such file or directory
Can't Is: "//" not found

sftp> cd //user

sftp> |s co* O
Can't |s: "//USER/ co*" not found
sftp>

Thelong form of the list command Is-al will list detailed information from the catal og about each dataset.
Relative listing requests can be performed by first navigating to the desired level, then issuing the list request
without any prefix.

When using wildcards, the desired result can be achieved by using a slash (/ in place of the traditional level
separator (. ).

Due to existing sftp client design, this list request would require the entire catalog to be searched, then filtered
with the pattern USER. CO*. It istherefore disallowed.

Lists that would involve the entire catalog are not supported. The openssh sftp client reports this as shown.
The same command with alower case pattern will fail (as described above).

Example: Listing a PDS directory

sftp> cd //user.coz. sanpj cl O
sftp> |ls -al O
Name Size Created Changed I D
@@READVE
BPXBATCH 13 2008/ 04/04 2008/ 04/04 17:18:09 USER
BPXBATSL 16 2008/ 04/03 2008/ 04/ 03 10: 36:52 USER
COzZCFGD 65 2008/ 03/27 2008/ 05/ 12 14:28:54 USER
COZPRCC 30 2008/ 03/27 2008/ 03/27 11:54:48 USER
DTLSPAWN 40 2008/ 05/ 05 2008/ 05/05 09: 31: 08 USER
Co0:Z® Co-Processing Toolkit for Co:Z SFTP with Dataset Support -
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GPGDSN 15 2008/ 05/ 05 2008/ 05/ 05 10:40: 05 USER
GREPDSN

GREPSED 12 2008/ 05/ 05 2008/ 05/05 09:30: 51 USER
OFFLDSMF

RUNCOZ 20 2008/ 03/27 2008/ 05/ 12 14:08: 02 USER
RUNCOZ2 15 2008/ 05/05 2008/ 05/ 05 10:02: 51 USER
RUNCOZ3 8 2008/ 05/ 05 2008/ 05/ 06 08:50: 37 USER
RUNSPAVWN 54 2008/ 05/ 12 2008/ 05/ 12 14:25:37 USER
RUNSPVW2 20 2008/ 05/12 2008/ 05/12 13:19:05 USER
TDl RK 18 2008/ 04/ 03 2008/ 04/03 10:19: 20 USER
WGET2DSN

0 Thecd command is used to make a PDS the current working "directory”.
O Thels-al command (long list form) is used to display the members of the PDS, including available statistics.
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3.4 Working with POSIX files

This section describes how to use the Co:Z implementation of sftp with POSIX files (HFS, zFS) on zZ/OS. Standard
sftp implementations (including 1BM's ported tools version) support only binary mode file transfers. The Co:Z
implementation provides binary transfer mode by default, but also supports text mode transfers. Text mode transfers
are controlled via the following options:

» node: whensettot ext causesfiletransfersto be text based.

* clientcp and server cp: When text mode is active, these settings determine the codepage translation that
will take place. The default client code page is | SC8859- 1. The default server code page is the current z/OS
locale.

* i nerul e: When text mode is active, this setting determines how line separators are converted between the
client and server.

Transferring Files

Theget and put commands are used to transfer POSI X files (either on HFS or zFS filesystems).

The options (listed above) that have been previoudy set via the Is /+option=value are in effect for any given
transfer. All other options (used for dataset support) are ignored for POSIX file transfers.

Example: Get a text POSIX file

sftp> I's /+nmode=t ext, cli ent cp=UTF- 8 O

/ +node=t ext, cl i ent cp=UTF- 8

sftp>1Is /+ g

[ +/ cli ent cp=UTF- 8 / +/ node=t ext / +/ server cp=I BM 1047

sftp> get .ssh/sftp-server.rc g

Fetching /u/user/.ssh/sftp-server.rc to sftp-server.rc
/ul/user/.ssh/sftp-server.rc 100% 234 0. 2KB/ s 00: 00
sftp>

0 The default transfer mode of binary is overridden and set to t ext . Additionaly, the client code page is
explicitly set to UTF- 8.

O Displays the active options. Note that the server code page, if not explicitly set, defaults to the current zZ/OS
locale.

O Theget command requests the transfer of the POSIX file using the optionsin effect.

Example: Put a text POSIX file

sftp> put sftp-server.rc .ssh g

Upl oadi ng sftp-server.rc to /hone/user/.ssh/sftp-server.rc
sftp-server.rc 100% 234 0. 2KB/ s 00: 00
sftp>

O Theclient text filesft p- server. r c isput to the remote directory . ssh under the current working remote
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directory. The active file transfer options are used.
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4. Using the Co:Z z/OS sftp client

An enhanced sftp client (cozsftp) for z/OS is also included in the Co:Z toolkit. This client can be used to initiate
transfers with a remote host and supports the same set of file transfer options as the Co:Z sftp server. The cozsftp
command isinstalled in the $COZ_HOME/bin directory.

4.1 Starting the Co:Z sftp client on z/OS

$ export PATH=/ opt/dovetail/coz/ bi n: $PATH O

$ cozsftp user @ost

Co:Z sftp version: 1.1.0 (5.0pl1) 2008-10-20

Copyri ght (C) Dovetail ed Technol ogi es, LLC. 2008. Al rights reserved.
Connecting to host...

user @ost's password: *****

sftp>

O Add the Co:Z hinaries directory to your PATH. Thisis not necessary if symbolic links from /bin were created
during installation.

4.2 Setting, displaying and clearing file transfer options

The enhanced client introduces two new commands:
| zopt s [-a] [opti on=val ue, .. .]

The lzopts command is used to set local (client) file transfer options. These options are set prior to initiating
file/dataset transfers from z/OS to a remote host.

zopt s [-a] [opti on=val ue, .. .]

The zopts command is used to set server file transfer options -- if the server is a Co:Z sftp server. The zopts
command is functionally equivalent to the Is /+<option_list> command used by existing clients to set Co:Z
sftp-server file transfer options.

Multiple options can be set by separating the option=value pairs with commas. An error is returned if one or more of
the options was incorrectly specified, but the remaining options are set as requested.

The active options and their settings can be displayed by issuing the commands without arguments. The - a option
can be specified to list all available options, even those that are not active.

For alist of available options, see Section 3.1, “ Setting, displaying and clearing file transfer options” .

Example: Setting and displaying local (client) transfer options

sftp> | zopts node=t ext O
node=t ext
sftp> | zopts a
cl i ent cp=I BM 1047 | ogl evel =I node=t ext
Co0:Z® Co-Processing Toolkit for Co:Z SFTP with Dataset Support -
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server cp=| BM 1047

0 Thelocal option command | zopt s node=t ext is used to set the transfer mode to text. mode=binary is
the default.

O The local option list command | zopt s shows the options currently in effect. In this case, the codepages
clientcpandserver cp are set to the defaults.

Example: Setting multiple local options

sftp> | zopts |recl =80, recfm=fb, space=trk. 3.2 O
I recl =80, recf m=f b, space=trk. 3.2

O Multiple options can be specified, separated by commas. Note that the SPACE parameter uses periods for
commas to avoid ambiguity.

Example: Showing all local options

sftp> | zopts -a O

clientcp=I BM 1047 |inerule=flexible Ioglevel-=l I recl =80
node=t ext over f | ow=wr ap recfmefb server cp=l BM 1047
space=trk. 3.2 NCal | ownpunt NCbl ksi ze NCbuf no
NCcopi es NCQdat acl as NCQdest NCdi r

NCQdi sp NCQdsor g NCf or ns NOgdgnt
NGhol d NO abel NO i ke NOraxvol
NOngnt cl as NOnor ecal | NCQout des NOr el ease
NCOr et pd NOGsequence NCshowal | NGspi n
NGst or cl as NOsysout NOXrim NOrtch
NCQucount NCuni t NOvol NOwr i t er

0 The option command Izopts -a is used to show all of the available options, even those that are not currently
active.

4.3 Coordinating Transfer Options with a Co:Z SFTP
Server

The enhanced Co:Z sftp client can connect to any sftp server, including a Co:Z SFTP server. In this case, there are
two sets of transfer options in effect; the enhanced client's and the server's. Client side (local) options are controlled
viathe lzopts command. Server side (remote) options are controlled via the zopts command.

When transferring POSIX files between a z/OS server and z/OS client, using the default node=bi nary transfer
option both locally and remotely will usualy yield the desired results. If codepage translations need to take place,
the desired cl i ent cp, server cp and node=t ext can be set either locally (via lzopts command) or remotely
(viathe zopts command). The other side can beleft in mode=bi nary.

When transferring datasets between a z/OS server and zZ/OS client, it is generaly recommended that
[ i nerul e=i bnr dwbe used for binary transfers so that record mode boundaries are preserved.
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When converting from dataset to POSIX file between a zZ/OS server and z/OS client, the transfer options should be
set where the dataset resides.
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4.4 Working with Datasets

The Co:Z implementation of sftp accepts two prefix strings to identify MV'S datasets as absolute paths. The first
(/ 1) isconsistent with IBM's common usage. A secondary form (/ - / ) isalso available.

Navigating Datasets

The sftp led command can be used to navigate around the z/OS dataset space. Using the dataset prefix / / or/ -/,
the dataset space can be entered. Once there, traversal up and down various dataset levels can be performed
similarly to hierarchical file systems.

Partitioned datasets are treated as directories as well. Once a PDS is made the current working directory, its
members can be listed and retrieved like normal files.

Just as listing the entire catalog from the root is not alowed, it is not possible to make the catalog root the current
working directory. As such, the command lcd // will fail.

Example: Navigating the dataset space

sftp> lcd //user g

sftp> | pwd g

Local working directory: //USER

sftp> lcd coz.testjcl O

sftp> | pwd

Local working directory: //USER COZ TESTJCL
sftp> lcd .. O

sftp> | pwd

Local working directory: //USER COZ

O Using the dataset prefix / / , the high level qualifier user is specified. For lcd commands, the dataset name is
case insengitive.

O The lpwd command will list the current working dataset level. Note that the name is properly displayed in
uppercase

0 Multiple levels can be traversed at a time. Instead of using the normal separator (. ), a slash can be used: Icd
coz/testjcl.

O Theled .. command will move up alevel, as expected.
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Transferring Datasets

Theget and put commands are used to transfer datasets and PDS members.
Any options previously set viathe Izopts are in effect for any given transfer.
Example: Get afile to a text sequential dataset

$ sftp user @i nux.com O
Connecting to |inux.com..
user @i nux. com s password:

sftp> | zopts node=t ext O
node=t ext
sftp> | zopts
clientcp=I BM 1047 | ogl evel =I node=t ext
server cp=| S08859- 1
sftp> get /tnp/ GPGDSN // USER. GPGDSN O

Fet ching /tnp/ GPGDSN to // USER. GPGDSN

ZosDataset[1]: Opening dataset USER GPGDSN for wite with options:

/ t mp/ GPCDSN 100% 1215 1. 2KB/ s

ZosDataset[1]: Cosing dataset //USER GPGDSN - 1215 bytes received, 15 records witten
ZosSnf 119Record[1]: SMF Typell9 recordi ng not enabl ed; SMF recordi ng di sabl ed

new cat al og

O This example shows the full connection process, using keyboard-interactive password authentication to a

remote linux system.
O  Thedefault transfer mode of binary is overridden and set tot ext .

The get command uses the dataset path prefix // (or, optionaly / - /) to specify that a dataset is to be
written. At the default log level of | (INFO), information is emitted about the transfer process. Note also that
in this case, SMF recording is disabled because the FTP SMF records (type 119) are not currently configured
for recording.

Example: Get a text file to a PDS member

sftp> | zopts O

cli ent cp=I BM 1047 | ogl evel =I node=t ext
server cp=l SO8859- 1

sftp> lcd //user.coz.testjcl

sftp> | pwd
Local working directory: //USER COZ TESTJCL
sftp> get /tnp/ GPGDSN O

Fet ching /tnp/ GPGDSN to //USER COZ. TESTJCL/ GPGDSN

ZosDataset[1]: Opening dataset USER COZ TESTJCL(GPGDSN) for wite with options: old

/ t np/ GPGDSN 100% 1215 1. 2KB/ s 00: 00
ZosDataset[1]: O osing dataset //USER COZ TESTJCL(GPGDSN) - 1215 bytes received, 15 records witten

If this transfer is performed after the prior example, the transfer mode will still be t ext . Using the |zopts
command quickly confirms the active options.

The get command uses the dataset path prefix / / and pds member name in parentheses to identify the member
to create.
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Example: Put PDS members

sftp> | pwd
Local working directory: //USER COZ TESTJCL
sftp> put ONETEST /tnp/ ONETEST O

Upl oadi ng ////USER. COZ. TESTJCL( ONETEST) to /tnp/ ONETEST
ZosDataset[1]: Opening dataset USER COZ. TESTJCL(ONETEST) for read with options: shr

ZosDataset[|]: C osing dataset //USER COZ TESTJCL(ONETEST) - 38 records read, 3078 bytes sent

sftp> put //USER coz.testjcl O
Up! oadi ng // USER. COZ. TESTJCL( @GAREADVE) to /t np/ @GAREADNVE
ZosDat aset[|]: Opening dataset USER COZ TESTJCL( @@README) for read with options: shr

ZosDataset[|]: C osing dataset //USER COZ TESTJCL( @@READVE) - 34 records read, 2754 bytes sent
Upl oadi ng //USER COZ. TESTJCL(ALLOCDS) to /tnp/ ALLOCDS
ZosDat aset[|]: Opening dataset USER COZ TESTJCL(ALLOCDS) for read with options: shr

ZosDataset[1]: O osing dataset //USER COZ TESTJCL(ALLOCDS) - 6 records read, 486 bytes sent
Upl oadi ng // USER COZ. TESTIJCL( CHKENVD) to /t np/ CHKENVD
ZosDataset[1]: Opening dataset USER COZ. TESTIJCL(CHKENVD) for read with options: shr

ZosDataset[1]: Cosing dataset //USER COZ TESTJCL(CHKENVD) - 1 records read, 81 bytes sent
Upl oadi ng // USER. COZ. TESTJCL( CHKPCST) to /tnp/ CHKPOST
ZosDataset[1]: Opening dataset USER COZ. TESTJCL(CHKPOST) for read with options: shr

ZosDataset[1]: O osing dataset //USER COZ TESTJCL(CHKPOST) - 6 records read, 486 bytes sent
Upl oadi ng // USER. COZ. TESTICL(CHKPRE) to /tnp/ CHKPRE
ZosDataset[1]: Opening dataset USER COZ. TESTJCL(CHKPRE) for read with options: shr

ZosDataset[1]: O osing dataset //USER COZ TESTJCL(CHKPRE) - 72 records read, 5832 bytes sent
Upl oadi ng // USER. COZ. TESTJCL( COZCFGO) to /tnp/ COZCFGO
ZosDataset[1]: Opening dataset USER COZ. TESTJCL(COZCFGO) for read with options: shr

ZosDataset[1]: dosing dataset //USER COZ TESTJCL(COZCFGO) - 1 records read, 81 bytes sent
Upl oadi ng //USER. COZ. TESTJCL(GPGDSN) to /tnmp/ GPGDSN
ZosDataset[1]: Opening dataset USER COZ TESTJCL(GPGDSN) for read with options: shr

ZosDataset[1]: dosing dataset //USER CQOZ TESTJCL(GPGDSN) - 15 records read, 1215 bytes sent
Upl oadi ng // USER. COZ. TESTJCL( ONETEST) to /t nmp/ ONETEST
ZosDataset[1]: Opening dataset USER COZ TESTJCL(ONETEST) for read with options: shr

ZosDataset[|]: C osing dataset //USER COZ TESTJCL(ONETEST) - 38 records read, 3078 bytes sent
Up! oadi ng // USER. COZ. TESTJCL( TESTPROC) to /t np/ TESTPROC
ZosDataset[|]: Opening dataset USER COZ TESTJCL(TESTPROC) for read with options: shr

ZosDataset[|]: C osing dataset //USER COZ TESTJCL(TESTPROC) - 111 records read, 8991 bytes sent
Upl oadi ng // USER. COZ. TESTJCL( USERTEST) to /tnp/ USERTEST
ZosDataset[1]: Opening dataset USER COZ. TESTICL(USERTEST) for read with options: shr

ZosDataset[1]: dosing dataset //USER COZ. TESTJCL(USERTEST) - 187 records read, 15147 bytes sent

O  The put command can be used to transfer amember from afully qualified dataset.
O  When the put command is used on a PDS, all of the members are uploaded.
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Listing datasets and PDS directories

MV'S datasets can be listed using the sftp lls command. Partitioned datasets are treated as directories with their

members as entries.

When listing Z/OS datasets locally with the lIs command, catalog search filter keys are in effect for any wildcard
requests. The catalog search wildcards *, **, and %used in the examples below are described in the IBM manual
DFSMS. Managing Catalogs - SC26-7409. Note that this is different behavior from sftp clients that connect to the
Co:Z sftp-server and list datasets with the Is. In that case, regular file globbing rules are in effect.

Example: Listing datasets

sftp> lcd //USER
sftp>1ls -al O

Vol ume Referred Ext Tracks Used Recfm Lrecl
WORK84 2008/ 09/ 05 1 1 1 FB 80
WORK81 2008/ 09/ 08 1 30 ? U 0
WORK81 2008/ 09/ 11 1 15 4 FB 80
WORK84 2008/ 09/ 11 1 1 1 U 0
WORK81 2008/ 09/ 09 1 15 3 FB 80
sftp>1lls -al //user.coz.t* O

Vol ume Referred Ext Tracks Used Recfm Lrecl
WORK81 2008/ 10/ 20 1 15 4 FB 80
sftp>1lls -al //user.c*. ** ad

Volune Referred Ext Tracks Used Recfm Lrecl
WORK81 2008/ 10/ 20 1 30 ? U 0
WORK81 2008/ 10/ 20 1 15 4 FB 80
WORK84 2008/ 09/ 25 1 1 1 U 0
WORK81 2008/ 10/ 20 1 15 4 FB 80

level.

Bl kSz
27920
6144
27920
6144
27920

Bl kSz
27920

Bl kSz
6144
27920
6144
27920

Dsor g
PS
PO E
PO
PS
PO

Dsorg
PO

Dsorg
PO E
PO
PS
PO

Dsnane

USER. AFI LE. TXT
USER. COZ. LOADLI B
USER. COZ. SAMPJCL
USER. COZ. TEST. SEQ
USER. COZ. TESTJCL

Dsnane

USER. COZ. TESTJCL

Dsname

USER. CQOZ.
USER. CQOZ.
USER. CQZ.
USER. CQOZ.

LOADLI B
SAMPJCL
TEST. SEQ
TESTJCL

Thelong form of the list command Is-al will list detailed information from the catal og about each dataset.
Using the catalog search filter key syntax, a single asterisk can be used to as a wildcard for a single dataset

Using the catalog search filter key syntax, a double asterisk can be used to perform a deep listing. In this

example, the single and double asterisk syntax is combined to list al of the datasets beginning with the prefix

USER. C.

Example: Listing a PDS directory

sftp> I cd //user.coz. sanpj cl

sftp> Ils -al g
Narre Si ze
@AREADVE

BPXBATCH 13
BPXBATSL 16
COZCFGD 65
CQzPRCC 30
DTLSPAWN 40
GPGDSN 15

Cr eat ed

2008/ 04/ 04
2008/ 04/ 03
2008/ 03/ 27
2008/ 03/ 27
2008/ 05/ 05
2008/ 05/ 05

O

Changed

2008/ 04/ 04
2008/ 04/ 03
2008/ 05/ 12
2008/ 03/ 27
2008/ 05/ 05
2008/ 05/ 05

17:
10:
14:
11:
09:
10:

18:
36:
28:
54:
31:
40:

09
52
54
48
08
05

USER
USER
USER
USER
USER
USER
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GREPDSN
GREPSED
OFFLDSMF
RUNCOZ
RUNCQOZ2
RUNCOZ3
RUNSPAVWN
RUNSPWA2
TDI RK
WGET2DSN

12

20
15

54
20
18

2008/ 05/ 05 2008/ 05/ 05

2008/ 03/ 27 2008/ 05/12
2008/ 05/ 05 2008/ 05/ 05
2008/ 05/ 05 2008/ 05/ 06
2008/ 05/ 12 2008/ 05/ 12
2008/ 05/ 12 2008/ 05/ 12
2008/ 04/ 03 2008/ 04/ 03

09:

14.
10:
08:
14:
13:
10:

30:

08:
02:
50:
25:

19

51

02
51
37
37

: 05
19:

20

USER

USER
USER
USER
USER
USER
USER

O Theled command is used to make a PDS the current working local "directory”.
O Thells-al command (long list form) is used to display the members of the PDS, including available statistics.
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4.5 Working with POSIX files

This section describes how to use the enhanced client with POSIX files (HFS, zFS) on z/OS. Standard sftp
implementations (including IBM's ported tools version) support only binary mode file transfers. The Co:Z
implementation provides binary transfer mode by default, but also supports text mode transfers. Text mode transfers
are controlled via the following options:

» node: whensettot ext causesfiletransfersto be text based.

* clientcp and server cp: When text mode is active, these settings determine the codepage translation that
will take place. The default client code page is | SC8859- 1. The default server code page is the current z/OS
locale.

* i nerul e: When text mode is active, this setting determines how line separators are converted between the
client and server.

Transferring Files

Theget and put commands are used to transfer POSI X files (either on HFS or zFS filesystems).

The options (listed above) that have been previously set viathe Izopts are in effect for any given transfer. All other
options (used for dataset support) are ignored for POSI X file transfers.

Example: Get a text POSIX file

$ sftp user @i nux.com O
Connecting to |inux.com..
user @i nux. com s password: ****x

sftp> | zopts nmode=t ext, server cp=UTF- 8 O
node=t ext server cp=UTF- 8
sftp> | zopts a
clientcp=l BM 1047 | ogl evel =I node=t ext
server cp=UTF- 8
sftp> pwd
Rermot e working directory: /tnp
sftp> get nsegs.txt O
Fetching /tnp/nsgs.txt to megs. txt
/tnp/ megs. t xt 100% 19KB 19. 0KB/s 00: 00

ZosPosi xFile[l]: Closing file nsgs.txt - 19488 bytes received, 19488 bytes wittenO
sftp>

O This example shows the full connection process, using keyboard-interactive password authentication to a
remote linux system.

O  The default transfer mode of binary is overridden and set to t ext . Additionally, the server (linux) code page
isexplicitly set to UTF- 8.

0 Displays the active options. Note that the client code page, if not explicitly set, defaults to the current zZ/OS
locale.

O  Theget command requests the transfer of the POSIX file using the options in effect.

O  Upon completion, an informational message is written that describes the number of bytes received from the
server and the number of bytes written to the local file. These counts are commonly the same, but changes in
line separators and codepages can result in different counts.
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Example: Put a text POSIX file

sftp> put sftp-server.log /tnp a
Upl oadi ng sftp-server.log to /tnp/sftp-server.|og
sftp-server.|og 100% 127 0. 1KB/ s 00: 00

ZosPosi xFile[l]: Cosing file sftp-server.log - 127 bytes read, 127 bytes sent
ZosSnf 119Record[1]: SMF Typell9 recordi ng not enabl ed; SMF recording di sabl ed

0 Theclient text filesft p- server. | og is put to the remote directory / t mp. The active file transfer options
are used.
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4.6 Using the Co:Z sftp client in batch

The cozsftp client command can be conveniently used in a z/OS batch job without user interaction. The
DTLSPAWN batch utility, also installed as part of the Co:Z toolkit, makes it easy to run cozsftp (or other Unix
shell scripts) directly as z/OS batch jobs.

The authentication with the remote system must be set up so as not to require any user interaction. There are two
ways to do this with OpenSSH:

» Useapublic/private keypair (see the Co:Z customization section of the Co:Z Toolkit User's Guide).

» Usethe SSH_ASKPASS environment variable to point to a program that will read a password. The example in the
next section demonstrates this approach.
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Example: Co:Z sftp client batch job

The RUNSFTP sample JCL distributed with the Co:Z toolkit can be used as a tailorable model for running the sftp
client in abatch job.

/1 RUNCOZ EXEC PROC=DTLSPAWN [
[/ STDIN DD * a

# Custom ze these ... 0O

coz_bi n="/opt/dovetail/coz/bin
r enot euser =" ui d"

server ="renot e. host . nane"
server cp="1S08859- 1"
renotefile="/path/to/file"

# These can be used to read the ssh password from a (secured) dataset
# if you don't want to setup public/private keypairs 0O

export PASSWD DSN='//HLQ PASSW)( SI TE1) '

export SSH ASKPASS=$coz_bi n/read passwd_dsn. sh

export DI SPLAY=none

ssh_opt s="- oBat chMbde=no" # all ows ssh to use SSH ASKPASS program
ssh_opt s="$ssh_opts -oConnect Ti meout =60"

ssh_opts="$ssh_opts -oServerAlivel nterval =60"

ssh_opts="$ssh_opts -oStrict Host KeyChecki ng=no" # accept initial host keys

# Invoke the Co:Z sftp client with an in-line batch of commands
# that downl oads a renote file to a | ocal DD.

# Note that "-oBatchMde=no" nust be specified before "-b"

# since ssh opts are first-sticky

$coz_bin/cozsftp $ssh_opts -b- $renoteuser @server <<EOB [
| zopt s npde=t ext, server cp=$servercp
get $renotefile //DD: DOANLOAD [J

ECB
/ | DOMLOAD DD DSN=&SDOMLOAD, DI SP=( NEW DELETE) ,
/1 DCB=(...), SPACE=(...)

/1

0 The DTLSPAWN dtility is similar to IBM's BPXBATCH, but runs a Unix login shell in the original address
space.

0 TheSTDIN DD is used to read a shell script as input to the z/OS Unix shell. This script will contain the setup
and execution of Co:Z sftp in batch.

0  Customize these variables for your needs.

0 The following variables are set so that the ssh password is read from a z/OS dataset. Alternatively, an
OpenSSH keypair can be used.

0 The Co:Z sftp client isinvoked with the -b- option, which indicates that a "batch" of commands should be read
from stdin. The shell "here" document redirection is used to read stdin from the shell script itself.

O The sftp get command is used to get a remote file and write it to DD DOWNLOAD. Alternatively, the syntax
//[HLQ.MY .DATASET could have been used to download to adynamically allocated dataset.
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It's sometimes nice to create your own z/OS SSHD server on an aternate port for testing purposes. Y ou can do this
without any special privileges, and the SSHD server will run fine, except that it will only alow logins for the userid
that it is running under.

Procedure A.1. General outline for adding a test SSHD server

1. Create your own ssh directory, say ~/sshd, and copy thefile/ et ¢/ ssh/ sshd_confi g intoit:.

zos$ nkdir ~/sshd
zos$ cp /etc/ssh/sshd_config ~/sshd

2. Inthisdirectory, generate your DSA and RSA host keys, as directed in the Sep 3.

If you can copy the keys in /etc/ssh directory, then you will avoid "host key" mismatch problemsif you switch
your SSH client from the production to the test server. If you do copy the production host keys, make sure that
you change the file permissionsto 600 so that they can't be read by others.

3. Edit your copy of sshd_config:
a.  Findtheline "Subsystem" which defines the sftp subsystem

b. Addanew line after thisline:
Subsyst em dspi pes /usr/| pp/ coz/ bi n/ dspi pes

(where /usr/Ipp/coz is the directory where Co:Z Toolkit isinstalled).
c. Uncomment the Por t line and set it to an available port

d. Uncomment / add the following lines (to use the private keys generated in the previous step):

Host Key ./ssh_host rsa_key
Host Key ./ssh_host dsa key

(where /usr/Ipp/coz is the directory where Co:Z Toolkit isinstalled).

4. From az/OS shell, change to the directory that you created and start your copy of SSHD:

/fusr/sbin/sshd -e -D -f ./sshd_config
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Note: If you are unable to execute / usr/ sbi n/ sshd, you may be able to copy it to your local directory, add
the execute bit (chnod +x ~/ sshd/ sshd) and run the above command using thislocal copy.

To connect to your test SSHD server from an sftp client, don't forget to use the - oPor t =nn option on your
sftp command (for OpenSSH, other clients may have different syntax).
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Appendix B. Licenses
B.1 Co:Z Toolkit: z/OS

Contact us for information regarding support agreements for Co:Z.

Co:Z Tooalkit for zZ/OS is distributed free in binary form under the Apache 2 license.

Copyright (C) 2006 Dovetail ed Technol ogi es, LLC

Li censed under the Apache License, Version 2.0 (the "License");
you may not use this file except in conpliance with the License.

You may obtain a copy of the License at
http://ww.apache.org/licenses/LI CENSE-2.0

Unl ess required by applicable law or agreed to in witing, software
di stributed under the License is distributed on an "AS | S" BASI S,
W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express or inplied.

See the License for the specific | anguage governi ng perm ssions and
limtations under the License.

B.2 OpenSSH License

The |icences which conponents of this software fall under are as
follows. First, we will sunmarize and say that all conponents
are under a BSD |licence, or a licence nore free than that.

OpenSSH contains no GPL code

1)

* Copyright (c) 1995 Tatu Yl onen <yl o@s. hut.fi> Espoo, Finland
* Al rights reserved
*
* As far as | am concerned, the code | have witten for this software
* can be used freely for any purpose. Any derived versions of this
* software nust be clearly marked as such, and if the derived work is
* inconpatible with the protocol description in the RFC file, it nust be
* called by a name other than "ssh" or "Secure Shell".
[ Tatu conti nues]
*  However, | amnot inplying to give any licenses to any patents or
* copyrights held by third parties, and the software includes parts that
* are not under mny direct control. As far as | know, all included
* source code is used in accordance with the relevant |icense agreenents
* and can be used freely for any purpose (the GNU |icense being the nost
* restrictive); see below for details.
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[ However, none of that termis relevant at this point in time. Al of
these restrictively licenced software conponents which he tal ks about
have been renmoved from QpenSSH, i.e.,

- RSA is no longer included, found in the OpenSSL |ibrary

- IDEA is no longer included, its use is deprecated

- DES is now external, in the OpenSSL library

- GW is no |onger used, and instead we call BN code from OpenSSL
- Zlib is now external, in a library

- The make- ssh-known-hosts script is no |onger included

- TSS has been renpved

- MD5 is now external, in the OpenSSL library

- RCA support has been replaced with ARCA support from OpenSSL

- Blowfish is now external, in the OpenSSL library

[ The licence continues]

Note that any information and cryptographic algorithnms used in this
software are publicly available on the Internet and at any najor
bookstore, scientific library, and patent office worldw de. More
informati on can be found e.g. at "http://ww.cs. hut.fi/crypto".

The | egal status of this programis sonme conbination of all these
perm ssions and restrictions. Use only at your own responsibility.
You will be responsible for any | egal consequences yourself; | am not
maki ng any cl ai ms whet her possessing or using this is legal or not in
your country, and | amnot taking any responsibility on your behalf.

NO WARRANTY

BECAUSE THE PROGRAM | S LI CENSED FREE OF CHARGE, THERE | S NO WARRANTY

FOR THE PROGRAM TO THE EXTENT PERM TTED BY APPL|I CABLE LAW EXCEPT WHEN
OTHERW SE STATED | N WRI TI NG THE COPYRI GHT HOLDERS ANDY OR OTHER PARTI ES
PROVI DE THE PROGRAM "AS | S" W THOUT WARRANTY OF ANY KI ND, EI THER EXPRESSED
OR | MPLI ED, I NCLUDING BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE. THE ENTI RE RI SK AS
TO THE QUALI TY AND PERFORVANCE OF THE PROGRAM | S WTH YOU. SHOULD THE
PROGRAM PROVE DEFECTI VE, YOU ASSUME THE COST OF ALL NECESSARY SERVI Cl NG
REPAI R OR CORRECTI ON.

I'N NO EVENT UNLESS REQUI RED BY APPLI CABLE LAW OR AGREED TO I N WRI Tl NG

W LL ANY COPYRI GHT HOLDER, OR ANY OTHER PARTY WHO MAY MODI FY AND/ OR

REDI STRI BUTE THE PROGRAM AS PERM TTED ABOVE, BE LI ABLE TO YOU FOR DANMAGES,

I NCLUDI NG ANY GENERAL, SPECI AL, | NCI DENTAL OR CONSEQUENTI AL DAMAGES ARI SI NG
QUT OF THE USE OR INABI LI TY TO USE THE PROGRAM (| NCLUDI NG BUT NOT LI M TED
TO LOSS OF DATA OR DATA BEI NG RENDERED | NACCURATE OR LOSSES SUSTAI NED BY
YOU OR THI RD PARTI ES OR A FAI LURE OF THE PROGRAM TO OPERATE W TH ANY OTHER
PROGRAMS) , EVEN | F SUCH HOLDER OR OTHER PARTY HAS BEEN ADVI SED OF THE

POSSI BI LI TY OF SUCH DAMAGES.

2)
The 32-bit CRC conpensation attack detector in deattack.c was
contributed by CORE SDI S. A under a BSD-style |icense.
* Cryptographic attack detector for ssh - source code
*
* Copyright (c) 1998 CORE SDI S. A, Buenos Aires, Argentina.
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Al rights reserved. Redistribution and use in source and bi nary
forms, with or without nodification, are perm tted provided that
this copyright notice is retained.

TH' S SOFTWARE |S PROVIDED ""AS | S'' AND ANY EXPRESS OR | MPLI ED
WARRANTI ES ARE DI SCLAI MED. | N NO EVENT SHALL CORE SDI S.A. BE

LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY OR
CONSEQUENT! AL DAMAGES RESULTI NG FROM THE USE OR M SUSE OF THI S
SOFTWARE.

Ari el Futoransky <futo@ore-sdi.conr
<http://ww. cor e-sdi . con>

E I B S I T I S I I

3)
ssh-keyscan was contributed by David Mazi eres under a BSD-style
l'i cense.

Copyright 1995, 1996 by David Mazieres <dm@cs. mt. edu>.

*

*

* Modification and redistribution in source and binary forns is

* permitted provided that due credit is given to the author and the
* (penBSD project by leaving this copyright notice intact.

4)
The Rijndael inplenmentation by Vincent R jmen, Antoon Bossel aers
and Paulo Barreto is in the public domain and distributed
with the follow ng Iicense:

@ersion 3.0 (Decenber 2000)
Optim sed ANSI C code for the Rijndael cipher (now AES)

@ut hor Vincent Rijmen <vincent.rijnen@sat.kul euven. ac. be>
@ut hor Ant oon Bossel aers <ant oon. bossel aer s@sat . kul euven. ac. be>
@ut hor Paul o Barreto <paul o. barreto@erra. com br>

This code is hereby placed in the public domain.

THI' S SOFTWARE | S PROVI DED BY THE AUTHORS ''AS IS'' AND ANY EXPRESS
COR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIMTED TO, THE | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPGSE
ARE DI SCLAI MED. | N NO EVENT SHALL THE AUTHORS OR CONTRI BUTORS BE

LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL DAMAGES (| NCLUDI NG BUT NOT LIM TED TO PROCUREMENT OF
SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR PRCFITS; OR

BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY,
WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE
OR OTHERW SE) ARI SING I N ANY WAY QUT OF THE USE OF TH S SOFTWARE,
EVEN | F ADVI SED OF THE POSSI BI LI TY OF SUCH DANAGE.

L I I S T T T I T N S S R R B I

5)
One conponent of the ssh source code is under a 3-clause BSD |license,
hel d by the University of California, since we pulled these parts from
original Berkel ey code.

* Copyright (c) 1983, 1990, 1992, 1993, 1995
* The Regents of the University of California. Al rights reserved.

*
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Redi stri bution and use in source and binary forms, with or wthout

nodi fication, are pernmtted provided that the foll ow ng conditions

are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in the
docunentati on and/ or other materials provided with the distribution.

3. Neither the name of the University nor the nanes of its contributors
may be used to endorse or pronote products derived fromthis software
wi t hout specific prior witten perm ssion.

TH' S SOFTWARE | S PROVI DED BY THE REGENTS AND CONTRIBUTORS ""AS | S'' AND
ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO, THE

| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPGCSE
ARE DI SCLAI MED. I N NO EVENT SHALL THE REGENTS OR CONTRI BUTORS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DAVAGES (I NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS
OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOANEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRICT
LI ABI LI TY, OR TORT (| NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY
QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PGSSI BI LI TY OF

E I S R I I N R S T R N T

SUCH DANMAGE.
6)
Remai ni ng conmponents of the software are provi ded under a standard
2-term BSD licence with the foll owi ng nanes as copyri ght hol ders:
Mar kus Fri edl

Theo de Raadt
Ni el s Provos
Dug Song

Aaron Canpbel |
Damien M| er
Kevi n Steves
Dani el Kouril
Wesley Giffin
Per All ansson
Ni I's Nor dman
Si ron W | ki nson

Portabl e OpenSSH addi tionally includes code fromthe follow ng copyright
hol ders, al so under the 2-term BSD | i cense:

Ben Li ndstrom
TimRice

Andre Lucas

Chri s Adans

Cori nna Vi nschen
Cray Inc.

Deni s Par ker

Gert Doering
Jakob Schl yter
Jason Downs

Juha Yrj #l #

M chael Stone
Net wor ks Associ ates Technol ogy, Inc.
Sol ar Desi gner
Todd C. M ler
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Wayne Schroeder
W IIliam Jones
Darren Tucker
Sun M crosyst ens
The SCO G oup
Dani el Wal sh

Redi stri bution and use in source and binary forms, with or wthout

nmodi fication, are pernmitted provided that the foll ow ng conditions

are nmet:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary formnust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in the
docunent ati on and/or other materials provided with the distribution.

TH' S SOFTWARE | S PROVI DED BY THE AUTHOR ""AS | S'' AND ANY EXPRESS OR

I MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TO, THE | MPLI ED WARRANTI ES
OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPGSE ARE DI SCLAI MED.
I'N NO EVENT SHALL THE AUTHOR BE LI ABLE FOR ANY DI RECT, | NDI RECT,

| NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG BUT
NOT LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOCDS CR SERVI CES; LCSS COF USE,
DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY
THECRY OF LIABILITY, WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT

(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SING I N ANY WAY OQUT OF THE USE OF
TH' S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI Bl LI TY OF SUCH DAMAGE.

E I . I T S SR I I R N N .

8) Portable OpenSSH contains the foll ow ng additional |icenses:
a) md5crypt.c, nd5crypt.h

"THE BEER- WARE LI CENSE" (Revi sion 42):

<phk@ ogi n. dknet. dk> wrote this file. As long as you retain this
noti ce you can do whatever you want with this stuff. If we neet
sone day, and you think this stuff is worth it, you can buy nme a
beer in return. Poul - Henni ng Kanp

L I B

b) snprintf repl acenent

Copyright Patrick Powel|l 1995

This code is based on code witten by Patrick Powel l

(papowel | @start.com) It nmay be used for any purpose as long as this
notice remains intact on all source code distributions

* % F X

c) Conpatibility code (openbsd-conpat)

Apart fromthe previously nentioned |icenses, various pieces of code
in the openbsd-conpat/ subdirectory are licensed as follows:

Some code is |licensed under a 3-termBSD |icense, to the follow ng
copyright hol ders:

Todd C. Ml ler

Theo de Raadt

Damien M| er

Eric P. Al man

The Regents of the University of California
Constantin S. Svintsoff
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Redi stri bution and use in source and binary forns, with or w thout

nodi fication, are pernmitted provided that the foll ow ng conditions

are net:

1. Redistributions of source code nust retain the above copyright
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in the
docunent ati on and/or other materials provided with the distribution.

3. Neither the name of the University nor the nanes of its contributors
may be used to endorse or pronote products derived fromthis software
wi t hout specific prior witten permn ssion.

TH' S SOFTWARE | S PROVI DED BY THE REGENTS AND CONTRIBUTORS ""AS |S'' AND
ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO THE

| MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE
ARE DI SCLAI MED. I N NO EVENT SHALL THE REGENTS OR CONTRI BUTORS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DANVAGES (I NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT COF SUBSTI TUTE GOCDS
OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRICT
LI ABI LI TY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY
QUT OF THE USE CF THI S SOFTWARE, EVEN | F ADVI SED OF THE POSSI BI LI TY OF
SUCH DAMAGE.

E R R S R S S . N S N N N N N SN N N S S

Some code is |licensed under an | SC-style license, to the follow ng
copyright hol ders:

Internet Software Consortium
Todd C. M ler

Reyk Fl oet er

Chad Mynhi er

Perm ssion to use, copy, nodify, and distribute this software for any
purpose with or without fee is hereby granted, provided that the above
copyright notice and this perm ssion notice appear in all copies.

THE SOFTWARE |'S PROVIDED "AS | S" AND TCDD C. M LLER DI SCLAI MS ALL

WARRANTI ES W TH REGARD TO THI S SOFTWARE | NCLUDI NG ALL | MPLI ED WARRANTI ES

OF MERCHANTABI LI TY AND FI TNESS. | N NO EVENT SHALL TCDD C. M LLER BE LI ABLE
FOR ANY SPECI AL, DI RECT, | NDI RECT, OR CONSEQUENTI AL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTI NG FROM LOSS OF USE, DATA OR PRCFI TS, WHETHER I N AN ACTI ON
OF CONTRACT, NEGLI GENCE OR OTHER TORTI QUS ACTI ON, ARI SING OQUT OF ORI N
CONNECTI ON W TH THE USE OR PERFORMANCE OF THI S SOFTWARE.

EIE I S I S I B

Sone code is licensed under a MT-style license to the follow ng
copyright hol ders:

Free Software Foundation, |nc.

* Perm ssion is hereby granted, free of charge, to any person obtaining a *
* copy of this software and associ ated docunentation files (the *
* "Software"), to deal in the Software without restriction, including *
* without limtation the rights to use, copy, nodify, nerge, publish, *
* distribute, distribute with nodifications, sublicense, and/or sell *
* copies of the Software, and to permt persons to whomthe Software is *
* furnished to do so, subject to the follow ng conditions: *
* *
* The above copyright notice and this perm ssion notice shall be included *
* in all copies or substantial portions of the Software. *
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THE SOFTWARE | S PROVIDED "AS | S", W THOUT WARRANTY OF ANY KI ND, EXPRESS

OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO THE WARRANTI ES OF

MERCHANTABI LI TY, FI TNESS FOR A PARTI CULAR PURPOCSE AND NONI NFRI NGEMENT.
I'N NO EVENT SHALL THE ABOVE COPYRI GHT HOLDERS BE LI ABLE FOR ANY CLAI M
DAMAGES OR OTHER LI ABILITY, WHETHER I N AN ACTI ON OF CONTRACT, TORT OR
OTHERW SE, ARI SI NG FROM OUT OF OR I N CONNECTI ON W TH THE SOFTWARE OR
THE USE OR OTHER DEALI NGS | N THE SOFTWARE.

Except as contained in this notice, the name(s) of the above copyri ght
hol ders shall not be used in advertising or otherwi se to pronote the
sal e, use or other dealings in this Software w thout prior witten
aut hori zati on.

EIE R R S S S S S S S S S S S S S S O S S S S S S O S

*
*
*
*
*
*
*
*
*
*
*
*
*
*

/
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